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This document will provide you
with the information you need to
get the most out of your WAF
Application firewall test drive

training environment. This includes, Load balancer/ADC, WAF (Web Application

The WAF test drive is a complete web application application security testing and
@ Firewall), Zap application attack tool, DVWA (Dam Vulnerable Web Application)

It can be downloaded below (you don't need an Azure account).

/1 Test Drive

The ALB-X has the ability to run containerised applications that can be
joined together directly or by using the load balancer proxy.

This image has 3 already deployed but you can always go to Appstore
and deploy more.

edgenexus.io



https://azuremarketplace.microsoft.com/en-gb/marketplace/apps/jetnexus.jetnexus-waf?tab=Overview

The Web Application Firewall is one of several feature add-ons that can be
applied to the ALB-X load balancer.

We have tried to make the deployment of the WAF as simple as possible but there
@ are obviously a few things that you can configure to adjust the environment to suit
your needs.

We will highlight these settings during the cause of this test drive
walk-through.

In a real life scenario the WAF would receive and inspect http requests /
traffic from the client and forward or block those requests from reaching your
web application depending on whether the request triggered a firewalll rule.

We've assumed in the first place you probably don't want to subject your live
web application to a malicious attack but do want to see how the WAF
operates. (This can be easily changed if you want to test you real servers)

So we have set up a self contained environment to be able to exercise and
demonstrate the WAF behaviour.

We have chosen to use 2 widely used security test tools to do this the ‘OWASP Zed
attack proxy’ to be able to generate attack traffic and the ‘Damn Vulnerable Web

Application’ which as its name suggests simulates a web application with many
security holes to exploit.

While we will walk through some basic configuration settings here to be able
to use these tools, this document should not be regarded as a comprehen-
sive guide to the applications.

We would encourage you to visit each of the tools official online portals for full
details if you are not already familiar with their use or operation.

7' OWASP Zed Attack Proxy 7| Damn Vulnerable Web Application (DVWA)

As ever you will find several video walkthroughs on YouTube that may also be useful to
check out. Both of these tools have been imported quickly and easily onto the ALB-X
docker container environment, the same environment that we use to deploy the WAF
(and also GSLB).


https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
http://www.dvwa.co.uk/

Connectivity Overview

Virtual machines deployed in the Azure cloud make use of private internal IP

addressing (NAT'ed IP's) in the same way as would be deployed in a standard
data centre environment.

To gain access to the resource via the public internet a NAT function is performed
from the allocated Public IP address to the Private IP address of the virtual machine.

One IP address is allocated to the appliance and different ports are used to
access the different resources.

The diagram below shows how the different functions communicate.

~
[ jetNEXUS ADC Load balance and Proxy ]

NOTE: Use Hostnames Not IP, as

DV, Containsr Name: dhowal
IP's are dynamically assigned
ntemal IP: 1723104
Port: 80
Client PC

L @ Containar Nams: _wafl
ntemal 1P 172.31.0.5

Azure NAT

Ports: 80, 443

Ports: 8080, 8090




Docker host name / IP address
and IP service connectivity

Add-on applications deployed on the ALB-X communicate with ALB-X
through an internal dockerO network interface. They are automatically
allocated IP addresses from the internal dockerO pool.

A host name for each instance of add-on application is configured through the ALB-X
GUI prior to starting the application.

The ALB-X is able to resolve the dockerO IP address for the application using
this internal host name.

@ Always use the host name when addressing the application containers - IP's may

change!

IP services using the Azure ethO private IP address are configured on the
ALB-X to allow for external access to the add-on application. This enables the
use of the ALB-X reverse proxy function to perform SSL offload and port
translation where required.

So these are all the open ports:

—  ALB-X GUI Management: 27376

ZAP attack Proxy: 8080 and 8200

DVWA: 8070

v o v

Ports 80 and 443 are open to allow direct access to the WAF



Accessing the Test Drive GUI

When you request a test drive a new instance of the WAF test appliance is
created in Azure. Once it has started you will be advised the Internet host
name to be able to access the Web GUI of the ALB-X platform also the unique
user name and password combination.

Your Web Application Firewall Test Drive is ready. You have 8 hours to try
the product. Instructions are available in your Test Drive user manual.

Here's the basic info:

Test Drive:  Web Application Firewall
Publisher:  jetNEXUS

Host Name: jetnexus-wtamggmeagardw.centralus.cloudapp.azure.com

User Name: acdmiri35gs
Password: m

Publisher contact: https://www.edgenexus.io/support/

Go to your Test Drive

Thank you and have a great Test Drive!

Microsoft Azure Marketplace Team

We recommend using the Chrome browser for this purpose.

@ Access the Server https://host name:27376

As we use a local SSL certificate for the management access you will be
prompted in your browser to accept the security alert.

You will see the pre-configure IP services screen once you login.

We have named each of the services to make it easy to identify what they are
used for and how you need to construct the link in your browser address bar to
access the service, replacing the x.x.x.x with the Azure host name or public IP
address.



O

Note it is normal for the Zed Attack Proxy service on port :8090 to show a red health

check error until it is started by accessing the proxy management interface on port
:8080/zap/.

ALB-X add-ons

Click on Library in the left menu and select Add-Ons.

JetNELS

@ View
# system
# Advanced

@ welp

o0 o ©

1P_Services - Addons X

o Add-On GUI “

Here you can see the 3 Add-Ons that have been deployed on the ALB-X

platform.

Each has been configured with a container or hostname (wafl, zapl, dvwal)
and you can see the 172.31.x.x dynamic dockerO IP address that was allocated
when the application was started.

Note in the Azure environment the Add-On GUI access buttons are not used.

Feel free to click around the rest of the ALB-X GUI interface for familiarity.



WAF GUI

As it is the WAF functionality that you are interested in it would make sense
now to take a look at the WAF GUI.

The WAF Management as you can see from the IP services haming runs on port :88
to which you must add the path /waf/ when entering address in your browser.

When you do you will be presented with the login screen.

& C | @ Not secure | 10.49.33:88/waf/login.ph

#|

jetN
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The default user name and password combination is admin / jetnexus. When
logged in you will see the following screen.
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This dashboard shows a summary of the events that have been triggered by
the WAF in the last 24hrs. As this is a pre configured test drive we have already
set the details of the host to be protected on the Management page.

o] - O X
Q ALB-X-1 x A Webswing X J [ jetNEXUS Web Applicatic X
<« C | @ 10.4.9.33:88/waf/management.php 0B o @ i}
(4 jetMEXUS WwWwW ES¥i (J WAFSQLInj (J WAFURL (J Pre-Auth (J SNIT (J SNIZ [ GSLBdemo [ WAF Manage » Other bookmarks
) Logged User Admin | Logout =
( JetNM HOME EVENTS FILTER FIREWALL DOSEVASION  MANAGEMENT
[

Real Server [ VIP
Real Server / VIP Address 10.4.9.33:8070

Requests Keep-Alive
Enabled
® Disabled

Proxy Preserve Host
* Enabled
Disabled

Absolute URL to Relative URL
Convert specified absclute URL to
a relative URL in response body
(strip host address part of the URL)

Client IPs Forwarding

Get client IPs from "X-Forwarded-For”
header generated by a reverse proxy
at the following IP address

Log Storage

¥/ Store Local Logs
Store Remote Logs

Update configuration

The test drive has dynamically obtained the Azure private interface IP address
and set this in the real server / VIP configuration box along with port :8070 the
port we have chosen to use to access the DVWA web server. As this is a pre
configured test drive we have already set the details of the host to be
protected on the Management page.

The Real server /VIP is the address:port of the application or Virtual server that we
are protecting.

Please feel free to change the IP address here to point to your own server.

ALB-X service in the similar way to how we have configured access the DVWA

@ Note to support HTTPS traffic externally you will need to send the traffic via an
server.



Whilst here we should take a look at the WAF Firewalll page. This is where you
set the mode of operation and can see which rules have been detected and
allows for white listing of rules that you don't want to block.

The rule set loaded by default is the OWASP core ruleset. This contains details
of literally thousands of different attack vectors as maintained by OWASP.

/1 OWASP core ruleset

Q ne
€ & C |0 51.143.137.16288 wat/frewallph
O jeNEXUSWWW - ESX O WAFSQUIN O WAFURL O Predun O SNT O SN2 O GStBdemo [) WAFMansge (J jetNEXUS Login

Cogeed s Admi Lot
(JEtNEXS NOME EVENTS FLTER FREWAL OOSEVASON  MANAGEMENT
&

Firewall Control
Disabled

® Detection only.
Detection and blocking

[ jetNEXUS Web Appfcai- X @ - x

Matched Rules Whitelisted Rules
1920350 (Host header s a numeric 1P address)

1950130 (Directory Listing)

1959100 (Outbound Anomly Score Exceeded (Total Score: 4))

1980140 (Outbound Anomaly Score Exceeded (score 4): Directory Listing)

Manually add rule IDs to whitelist

Custom rules before OWASP CRS
# User defined rules and seftings

# These custom rules will b applied before OWASP CRS rules.

Custom rules after OWASP CRS
# User defined rules and sefings

 These custom rules will be applied afler OVVASP CRS rules.

Update configuraion

The screen shot above shows the WAF running in the default detect only
mode. Please change this to detect and blocking mode in the test drive so the
WAF will actively block any attacks. Currently you shouldn't have any events
but once you do they will be displayed like this.

<« C | © 10.49.33:88/waf/eventsphp

J jetNEXUSWWW .~ ESKi ¢ WAFSQLInj < WAFURL ¢ Pre-Auth 4 SNIT () SNR [} GSLBdemo [} WAFManage (J jetNEXUS Login

15:58:40 42852 Method: GET, Path: /vuinerabiliies/sqli_blind/? found within ARGS query: queryltimeout /T ()
query=query%TCtimeaut+ %2FT+%TBO%TD Remote Gommand Execuiion: Windows Command Injection (Mafched Data
Status Code: 403 (Forbidtien) Itimeout found within ARGS. query: queryltimeout /T {C})
Inbound Anomaly Score Exceeded (Total Score: 18)
Hos! header is a numeric IP agdress (10.4.9.33)
Inbound Anomaly Score Exceeded (Total Inbound Score: 15 -
Path Traversal
Attack (1)
Detais @ | wap | P 20180305 IR3L421 Hostname: 10.4.9.33, Port: 80, Host header is a numeric [P address (10.4.9.33)
EZED g2z Method: POST Path: login php
Status Code: 202 (Founa)
Delals €@ yup P 20180805 IR0 pogname 104933 Port 80 Remole Command Exscuiion: Unix Command Injeclion (Mafched Data: imeout
Te58:40 42658 Method: GET, Path: hulnerabilities/sql/? found vithin ARG query: queritmeout /T (1))
query=query3:TCtimeout %2FT+5TBO%7D Remote Command Execution: Windows Command Injection (Mstched Dets
Status Code: 403 (Forbidtien) Irimeowt found within ARGS query: queryltimeout T {0J)
Inbound Anomaly Score Exceeded (Total Score: 18)
Hos! header is a numeric IP address (10.4.9.33)
Inbound Anomaly Score Exceeded (Tofal Inbound Score: 18 -
Detals €@  yup P 20180305 12314021 Hostname: 10.4.9.33, Port: 80, Remote Command Execution: Unix Command Injection (Mstched Dats: Stimeout
=D ED Method: GET, Path: jvuinerabillies/sqi/? found within ARGS query. query&timeout /T (0]8)
Query=query%26limeout-%2FT+ %TB0%TD%26 Remote Gommand Execulion: Windows Gommand Injection (Mstched Dat.
Status Code: 403 (Forbiden) &timeout found within ARG query: query&timeout T {0j&)
Inbound Anomaly Score Exceeded (Total Score: 18)
Host header is a numeric IP adress (10.4.9.33)
Inbound Anomaly Score Exceeded (Total Inbound Score: 18 -
XS5=0 RFI=0 LFI=15 RCE=0 PHPI=0 HTTP=0 SESS=0). Path Traversal
@ e P 20moes gmaeg Hostname: 10.4.9.33, Fort: 80, Remote Command Execution: Unix Command I (Mstched Dsts: Jumeout
1558:39 42068 Method: GET, Path: /uulnerabiliies/sqi_blind/? found within ARGS query: quenyltimeout /T (1))
query=query%7Ctimeaut+ %2F T+%TBO0%7D Remote Command Execulion: Windows Command Injection (Mafched Data
Status Code: 403 (Forbidden) Irimeout found within ARGS query: queryltmeoLt /T {C})
Inbound Anomaly Score Exceeded (Total Score: 18)
Hos! header is a numeric IP address (10.4.9.33)
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EEED == Method: GET, Path: hulnerabiliies/sal/? found within ARGS query: querylfimeout T (1)
query=query®:TCtimeout %2FT+54TBO%7D Remote Command Execution: Windows Command Injection (Mstched Dats
Status Code: 403 (Forbiaten) [tmeout found within ARGS. query: queryltimeout /T {0f)

Inbound Anomaly (Total Score: 18)
Hosl header is a numeric IP address (10.4.9.33)
Inbound Anemaly Seore Exceeded (Tofal Inbound Score: 18 -

aLi-g, LFI=15 RCE=0 PHPI=0 HTTP=0 SESS=0}; Path Traversal

Aftack (1)


https://www.owasp.org/index.php/Category:OWASP_ModSecurity_Core_Rule_Set_Project

You are able to apply a filter to the events screen to be able to hone in on
specifics events you are interested in observing.

S8t 100 1AM % 1 n e 2l

|l Filter Editor * B

"

Zed Attack Proxy

Target Hostname
Client IP

Client IP Country Code
Client IP AS Number
Action

Event Severity

Engine Mode

HTTP Method

Path

HTTP Status

User ID

Rule ID

Tag

Web App Info

Marked as False Positive
Preserved Events

Unique ID

General

Date From 2018-03-01 00:00:00
Date To 2018-03-01 23:59:58
Sensor Not | All Sensors

Not
Not

Not

Not

Not [ | All Actions
Not [ All Severities
Not L [ Al

Not [ | All Metnod
Not

Not )| All Status
Not

NotJ

Not LI | All Tags

Not L

Anomaly Scoring

Total Score

SQLi Score

X8S Score

Rule Timing (in miliseconds )
Duration

Combined
Phase 1
Phase 2
Phase 3
Phase 4
Phase 5
Storage Read
Storage Write
Logging

Garbage Collection

Moo w | w w | w [ w e w|w

Apply Filter Cancel Clear Filter I

A

Whilst we recommend using the Chrome browser for the management access
to the appliances you will want to use another browser to generate the test

traffic and I'd recommend Firefox for this purpose.

ZAP is started by connecting your management (Chrome) browser to :8080/zap/.
When you do this you will first see the first ZAP webswing initializing screen.

Your session is being initialized



This will change to the next ZAP startup.

[\ [-J[o}[x]

OWASP ZAP = -

270

ZAP Tips and Tricks:

Install the beta active and passive scan rules to find more
potential issues,

There are also alpha active and passive scan rules but
obviously they may be less stable.

[NFU: TRItIalzing Search messages for strings and regular ex [,
pressions

INFO: Initializing Encode/Decode/Hash...

INFO: Initializing Allows you to intercept and modify requests
and responses

And then you have the option to choose whether you want to persist the session, so
it can be loaded again afterwards. For the test drive this probably isn’t required.

W) OWASP ZAP - OWASP ZAP 2.7.0 (=] [=] [x]
File Edit Wiew Analyse Report Tools Online Help

(Standardmode W 1 EHEE & A0 E D600 OODE &2 7V 6P b 0 XE W

& sites | 4 _[ . Quick Start i‘T = Request T Response+= | 4=

eOEE [;
5 Contexts Welcome to the OWASP Zed Attack
ZAP is an easy to use integrated penetration testing tool for finding vulne
) CIo=]rs that you have by
Do you want to persist the ZAP Session? bress 'Attack’,

() Yes, | want to persist this session with name based on the current timestamp
() Yes, | want to persist this session but | want to specify the name and location
(®) Mo, | do not want to persist this session at this moment in time P

[ ] Remember my choice and do not ask me again.

You can always change your decision via the Options / Database screen

= History | 4 seq [ Help Start

@ & | Filter: OFF @ Export
ld | Req. Timest... Me.. |URL |C... |Reason | ... |Size Res.. |Highes.. |N.. Tags |@
[ ]

>

v
Alerts WO RO WO WO CurrentScans 400 0 2 0 @0 ¥o 0 Ho




Once this is complete ZAP will be running and the LED on the 8090 IP
service will change from Red to Green showing the TCP health check is
passing as port :8090 is now open.

Firefox web traffic browser to use the ZAP Public IP address and port :8090 as the

We now need to configure the browser to use a proxy. You can now configure your
@ Network Proxy.

Connection Settings X

Configure Proxies to Access the Internet
MNo proxy
Auto-detect proxy settings for this network
Use system proxy settings

® Manual proxy configuration

HTTP Prm_cy| XXHH Port 8090 -

v | Use this proxy server for all protocols

SSL Proxy  XXXX Port 8090
ETP Proxy  XXXX Port 8090
SOCKS Host  X.XXX Port 8090
SOCKS v4 SOCKS v5
Mo Proxy for

localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Automatic proxy configuration URL

Reload

OK Cancel Help

Replace X.X.X.X with the Public IP of your test drive.



DVWA access via ZAP Proxy

You should now be able to access DVWA using the Firefox traffic browser via
the ZAP Proxy and the WAF by entering the host name or Public IP address of
your Test Drive using the standard web port :80 either http://X.X.X.X or

something like

@ http://jetnexus-wafturcokjygzudw.centralus.cloudapp.azure.com

You should see a screen like this.

Instructions

About

Database Setup *

Click on the 'Create / Reset Database’ button below to create or reset your database
If you get an error make sure you have the correct user credentials in: ivar/www/html/config/config.inc.php

If the database already exists, it will be cleared and the data will be reset.
You can also use this to reset the administrator credentials ("admin // password") at any stage

Setup Check

Operating system: *nix
Backend database: MySQL
PHP version: 5.6.30-0+deb8u1

Web Server SERVER_NAME: 52.174.83.193

PHP function display_errors: Disabled

PHP function safe_mode: Disabled

PHP function allow_url_include: Enabled

PHP function allow_url_fopen: Enabled

PHP function magic_quotes_gpc: Disabled

PHP medule php-gd: Installed

reCAPTCHA key: 6LAKTxITAAzzAAJQTALTfubl-0aPIBKHHieAT_yJg

Writable folder /var/wwwi/himl/hackable/uploads/: Yes)
Writable file /varfwwwihtml/external/phpids/0.6/ib/IDS/Amp/phpids_log.txt: Yes

Status in red, indicate there will be an issue when trying to complete some modules.

Create / Reset Database

Unable to connect to the database.

Click on Create / Reset Database.



| Create / Reset Database |

Database has been created.

'users’ table was created.

Data inserted into 'users’ table.
'guestbook’ table was created.

Data inserted into 'guestbook’ table.

Setup successfull

Please

Login to DVWA with default credential admin / password.
DVIWA )

Username

admin

Password

seany]

Login

You will now be logged into DVWA as admin.



Welcome to Damn Vulnerable Web Application!

Instructions | Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web

Setup [ Reset DB | developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment.

Brute Force The aim of DVWA is to practice some of the most common web vulnerability. with various difficultly levels,

Command Injection

CSRF

File Inclusion

with a simple straightforward interface.

General Instructions

File Upload Itis up to the user how they approach DVWA. Eithe[ by working through every modulle at a fixed level, or
selecting any module and working up to reach the highest level they can before moving onto the next one. There

Insecure CAPTCHA is not a fixed object to complete a module; hewever users should feel that they have successfully exploited the
system as best as they possible could by using that particular vulnerability.

SAL Injection

L : Please note, there are both documented and undocumented vulnerability with this software. This is

§QL Injection (Blind) intentional. You are encouraged to try and discover as many issues as possible.

XSS (Reflected) DVWA also includes a Web Application Firewall (\WAF), PHPIDS, which can be enabled at any stage to further

XSS (Stored) increase the difficulty. This will demaonstrate how adding another layer of security may block certain malicious
actions. Note, there are also various public methods at bypassing these protections (so this can be ses an as
extension for more advance users)!

DVWA Security | , . o , .
There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability.

PHP Info | There are also additional links for further background reading, which relates to that security issue.

About |
WARNING!

Logout |

Damn Vulnerable Web Application is damn vulnerable! Do not upload it to your hosting provider's public
html folder or any Internet facing servers, as they will be compromised. It is recommend using a virtual
machine (such as or ), which is set to NAT networking mode. Inside a guest machine, you
can downloading and install for the web server and database.

Disclaimer

We do not take responsibility for the way in which any one uses this application (DVWA). We have made the
purposes of the application clear and it should not be used maliciously. WWe have given warnings and taken
measures to prevent users from installing DVWA on to live web servers. If your web server is compromised via an
installation of DVWA it is mot our responsibility it is the responsibility of the person/s who uploaded and installed it.

More Training Resources

DVWA aims to cover the most commonly seen vulnerabilities found in today’s web applications. However there
are plenty of other issues with web applications. Should you wish to explore any additional attack vectors, or want
more difficult challenges, you may wish to look into the following other projects:

. (formerly known as ]

The default security level for DVWA is ‘Impossible’ so it will not exhibit any
vulnerabilities. You should set the level to low by clicking on the DVWA Security
menu selecting Low from the drop down and clicking subomit.



Home

Instructions

Setup / Reset DB

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQAL Injection

SQAL Injection (Blind)

XSS (Reflected)

XSS (Stored)

PHP Info

About

Logout

DVWA Security »

Security Level
Security level is currently: impossible.

You can set the security level to low, medium, high or impossible. The security level changas the vulnerability
level of DVWA:

1. Low - This security level is completely vulnerable and has no security measures at all_ It's use is to be
as an example of how web application vulnerabilities manifest through bad coding practices and to serve
as a platform to teach or learn basic exploitation techniques.

2. Medium - This setting is mainly to give an example to the user of bad security practices, where the
developer has tried but failed to secure an application. It also acts as a challengs to users to refine their
exploitation techniques.

3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
practices to attempt to secure the code. The vulnerability may not allow the same extent of the
exploitation, similar in various Capture The Flags (CTFs) competitions.

4. Impossible - This level should be secure against all vulnerabilities. It is used to compare the vulnerable
source code to the secure source code.

Priority to DVWA v1.9, this level was known as 'high’.

Low v || Submit |

PHPIDS

v0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
PHPIDS works by filtering any user supplied input against a blacklist of potentially malicious code. Itis used in
DVWA to serve as a live example of how Web Application Firewalls (WAFs) can help improve security and in
some cases how WAFs can be circumvented.
You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently: disabled. | ]
[ 1-1 ]

DVWA is now all primed and ready for use as a vulnerability test target.

Using ZAP

There are a few steps to follow to set up ZAP to first spider the DVWA
application and then perform an attack. We would refer you to the several

online resources for details on how to set this up rather than regurgitate the

information here.

/1 Youtube Video


https://www.youtube.com/watch?v=DutOBaiilsI

process of setting up this test drive. Note it runs rather fast so | recommend slowing

@ This YouTube video walks the precise steps and is what | followed myself in the
the video by half or a quarter.

Where it refers to setting your browser proxy to localhost, you have already
performed the necessary configuration steps above.

Viewing the Results

When you have performed the attack you should be able to view the results in
both the ZAP Proxy and WAF GUI's. Here you can see the vulnerabilities tree
that was spidered and then attacked as the admin user.

Q Untitled Session - OWASP ZAP 2.7.0
File Edit Wiew Analyse Report Tools Qnline Help

[StandardMede w) [ E M B & I *E 00 OODE &8 Y @b P 0 E-E o ¢

@ sites | 4= J " Quick Start fT =y Request T Responsed= ﬁ

@ LEE

.1 Welcome to the OWASP
|@] @8 POST:login.php(Login,pd ) e x]

(@] [ # GET:robots.twt in
. ] Scope

@] [ % GET:sitemap.xml

(& P # GET:wulnerabilities Starting point:

v B% ™ yulnerabilities http://10.4.8.33ulnerabilities/ @ Select.., al

@| U GET:brute icy: N
@l Policy: | Default Policy "]
@ % GET:captcha

 GET:csrf Context: |httpir10.4.9.33 ) =

@]
@] P GET:exec
@] # GET:fi
(@] # GET:sqli
_ ap
Il
cl
cl

User: [admin "]

Recurse: )

# GET:sqli_blind Show advanced options 0] ="
# GET:upload 8
@] % GET:view_help.php

@ % GET:view_source.php

|@| # GET:view_source_all.pH
|@| # GETixss_r
@] # GET:xss_s

@] P # GET:wulnerabilities(C)

[ ] HistoryT &}, search T o plerts T

# New Scan : Progress: [ 1: Context: A

J URLs T Added Nodes T Messages ]

p
©
LE

l Cancel H Reset Jl Start Scan J:

| Processed | Methi - ey
;

@ By looking at the WAF GUI you can see the attacks that were detected and blocked.



(JEtNEXUS

Firewall Control
Disabled
Detection only

# Detection and blocking

Matched Rules Whitelisted Rules
AL T (ReTule UTTITIETNTO RS CLIOTE. VIO W UTTITT T e ion |

emote Command Execution: Windows PowerShell Command Found)

932130 (Remote Command Execution: Unix Shell Expression Found)

emote Command Execution: Direct Unix Command Execution)

932160 (Remote Command Execution: Unix Shell Code Found)

933160 (PHP Injection Attack: High-Risk PHP Function Call Found)

041100 (X3S Attack Detected via libinjection)

941110 (XSS Filter - Category 1: Script Tag Vector)

941160 (NoScript XSS InjectionChecker: HTML Injection)

941180 (Node-Validator Blacklist Keywords) S

ADADA IO etk A L T =

VIA

Manually add rule IDs to whitelist

Custom rules before OWASP CRS
# User defined rules and settings.

hese custom rules will be applied before OWASP CRS rules.

P
Custom rules after OWASP CRS
# User defined rules and settings.
# These custom rules will be applied after OWASP CRS rules.

y

Update configuration

JetNEXUS Web Application Firewall

Back in the ZAP proxy window you can see that the attacks received a 403
error response from the WAF blocking their progress through to the DVWA
server.

= History T C, search TFJA\erts I | ] output ]’* SplderT ?) Active Scan # & | 4

[ » New Scan  Progress: |2: http:/f10.0.0...vulnerabilities "]@ O = | | 40% | < current Scans: 1 | Num requests: 244 5}
Id | Req. Timestamp | Resp. Timestamp | Method | URL | Code | Reason | RTT | Size Resp. H... | Size Resp. B... |
BEf] /02718 16:22:20 /02/18 16:22:20 GE http://10.0.0.246/d! ulnerabilities/sqliffid=. %... 403 Forbidden B0 ms 6 bytes 179 bytes i
2,595 28/02/1816: 28/02/18 16:22:20 GET http://10.0.0.246/dvwajvulnerabilities/sqlif? . 403 Forbidden 53 ms 226 bytes 179 bytes
2,597 28/02/18 16: 28/02/18 16:22:20 GET http:#/10.0.0.246/dvwajvuinerabilities/sqgli/? 2... 403 Forbidden 53 ms 226 bytes 179 bytes
2,599 28/02/1816: 28/02/18 16:22:20 GET http:#710.0.0. 246/dvwaivulnerabilities/sqlir?| 5. 403 Forbidden 48 ms 226 bytes 179 bytes
2,601 28/02/18 16: 28/02/18 16:22:20 GET http:#/10.0.0.246/dvwaivuinerabilities/sqli/? 200 OK B84 ms 353 bytes 1.48 KiB
2,603 28/02/18 16: 28/02/18 16:22:20 GET http:#710.0.0. 246/dvwaivulnerabilities/sqlir?| 200 OK 82 ms 353 bytes 1.49 KiB
2,605 28/02/1816: 28/02/18 16:22:20 GET http://10.0.0.246/dvwajvuinerabilities/sqlif? 2... 403 Forbidden 51 ms 226 bytes 179 bytes
2,607 28/02/18 16:22: 28/02/18 16:22:21 GET http:#10.0.0. 246/dvwaivulnerabilities/sqlir?| %... 403 Forbidden 84 ms 226 bytes 179 bytes
2,608 28/02/18 16:22:21 28/02/18 16:22;21 GET http://10.0.0.246/dvwajvuinerabilities/sqli?id=%2... 403 Forbidden 47 ms 226 bytes 179 bytes A4
Alerts WD 3 S MO0 /1, ZAP out of date! current Scans 440 &0 3 1 0 H0 40 WO

The WAF is performing its intended role to protect the attacks on the
application server.



DOS - Denial of Service

In addition to being able to block thousands of hack attacks, the WAF is also
able to filter some DOS attack behavior from reaching sensitive web servers.

There is a DOS section in the WAF configuration where you can apply and adjust the
timing and volume parameters for the pattern of attack you want to protect.

(J ALB-X-WAF % / [ jetNEXUS Web Applicatic X
&« C | @ 51.143.137.162:88/waf/dos.php
(4 jetNEXUS WwwW EsXi < WAFSQLInj < WAFURL 0 Preuth () SNIT (J sNiZ () GSLBdemo [ WAFManage (J jetNEXUS Login

(JEtNEXLS

DoS Evasion Control
® Disabled
Enabled

DoS Evasion Parameters

DOS Hash Table Size 3097
DOS Page Count 2
DQS Site Count 50
DOS Page Interval 1
DOS Site Interval 1
DOS Blocking Period 10

Use IPTables for blocking  #! {disable if Application Firewall is fronted with a VIP or a proxy)
|IPTables Blocking Period |1

DoS Evasion IP Whitelist

# You can use whitelists to disable the module for certain ranges of
# IPs. Wildcards can be used on up to the last 3 octets if necessary.
# Multiple DOSWhitelist commands may be used in the configuration.
#DOSWhitelist 192.168.0.*

23

Update configuration

jetNEXUS Web Application Firewall



Experiment

Hopefully, you will find this test drive useful to be able to discover the ease of
setting up the Edgenexus ALB-X Web Application Firewall implementation.

/1 Youtube Video

always temporarily divert some live traffic through the WAF in detection mode to see

what attacks are potentially being made to your own published applications, you

: We would encourage you to experiment some more with the interface and you could
might be surprised!

We welcome your feedback and would be glad to assist with setting up your
own production WAF implementation.


https://www.youtube.com/watch?v=DutOBaiilsI

Thank you.

We really hope you enjoy your Edgenexus ALB-X Web
Application Firewall implementation.

We would welcome any questions you may have to
pre-sales@edgenexus.io

0808 1645876
(866) 376-0175

edgenexus.io
EDGE NBEX}US

Copyright © 2021 Edgenexus



https://www.edgenexus.io/
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