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T VMware ESXi

1

i Hyper-V

1

1 ISO

ADC

VMware ESXi
ADC VMware ESXi 5.x

1

i ESXi SAN

1 vSphere

1

T ESX 9

1 ADC

1

1
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UL Software FusionADC

Checking for management interface

Management interface: ethB MAC: HB:Bc:Z29:85:Ze:la

1. Enter networking details manually
Z. Configure networking setting automatically wia DHCP

VMXNET3

VMXnet3 9

- VMware-tools

VA VMXNET3 9
1.
2. --
VA VMware
9
3. VMXNET3
4. VA? VMXNET3
VA VMXNET3

1. CLI GUI 9

2. MAC o

3.

4. VMware

5. VMXNET3

6. 2 MAC

7. VA

VMware ESXi 9 VMware Workstation Player®
Hyper-V

ADC Microsoft Hyper -V 9

1 Hyper-V ADCVA zip 9
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1 Hyper-v 9

i Hyper-V " "9
1 ADCHyper-V 0

1 " ID "

| " "9

q " "9

i "ADC ADCVA for Hyper-V " o

1

1 MAC
1 " "9

1 "ActionStart "

1 VA ADC °

L. Software FusionADC

Checking for management interface

Management interface: ethB MAC: BB:Bc:29:85:2e:1a

1. Enter networking details manually
Z. Configure networking setting automatically wia DHCP

Citrix XenServer

ADC Citrix XenServer @
1  ADCOVAALBVA o
1 Citrix XenCenter Clien®
q XenCenter " "9
1 OVA "Open Next™
ﬂ 9
q XenServer "NEXT™
1 SR °
1 SR "NEXT"™
1 9 EthO Ethle
)l
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q " "9
q " "
ﬂ 9
1 0 DHCP ©
P 9

q 9 " "9
1 "ADC ADC XenServer
1 XenCenter °

VA "START™
1 ADC 9

UL Software FusionADC

Checking for management interface

Management interface: ethH MAC: HH:Bc:Z29:85:Ze:la

1. Enter networking details manually
Z. Configure networking setting automatically wia DHCP

1 VA °

DHCP
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ADCVA °

UL Software FusionADC

Checking for management interface

Management interface: ethB MAC: BB:Bc:29:5e:eb:62

1. Enter networking details manually
Z. Configure networking setting automatically wia DHCP

10 DHCP IP
9 9
T IP
|
1
T DNS
VA 9
-DHCP
ADC DHCP 9
9
T IP
1
1
1 DNS
DHCP ADC
VA IP DHCP VA MAC 9 VA IP
9 P 9
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- DHCP
DHCP IP 192.168.100.100°
IP "1 VA IP ° VA IP
9
IP
set greenside=n.n.n.n VA IP 9
Command :zet greenside=192.168.181.1_
ethO
"eth" eth0® set mask ethO
n.n.n.n 9

Command :set mask ethB8 255.255.255.8_

VA 9 route add default gw

Command :route add default gw 192.168.181.

route ° °

Command :route
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
255.255.255.255 = 255.255.255.255 UH 2] 2]
192.168.181 .8 * 255.255.255.8 ] 8 8
default 19Z2.168.181.254 8.4.8.4 uG ) )
GUI ADC 9
Javascript 8 ADC 9
URL HTTPS://{IP ADDRESS} HTTPS:/{FQDN}®
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ADC SSL ° ADC SSL 9
ADC ° ADC o

=admin / = jetnexus
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1 2
Tue Sept 3 13:00 UTC 2013
[ ]
eth0 eth0 ifconfig ethO
ADC ID? EF43A35-F79
ADC ADC
ADC ADC
[ ]
gw P gw
192.168.100.254
ADC IP greenside=192.168.101.1
’ etho, eth0 255.255.255.0
ethl....
ADC ADC
CPU
syslog
9 9
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ADCWeb Console

ADC ADC 9 Javascript

9

ADC URL ADC URL IP @ adc.company.com
https://adc.company.com

ADC 9

EDGENEXUS
Y ADC

EADC

B Username (N

& Password K

| > admin

1 . jetnexus

ADC °
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ADC "

€ cuistatus @ Home & Hep m

EDGE NEXXUS Software

£k services © | [Qsearch ® copyService lI® Add Service

& App Store

£ 1P-5, Primary VIP VS | Enabled IP Address SubNet Mask / Prefix Port Service Name Service Type
-5Services

2552552550 TEST WEB RR

55 Real Servers

m Basic Advanced  flightPATH
Group Name: | Server Group @ Copy Server @  Add Server

Status Activity Address Port Weight Calculated Weight Notes ID
i\ Library 0 Online 1921681200 80 100 100 Site 1
Online 192168.1.201 80 100 100 Site 2
@ View (+]
& System (+]
% Advanced (+]
® Help o M

ADC

o ADC 9

ADC °
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ADC ° 9

IP VIP ADC TCP/UDP ° IP
9 P ADC ethO® ethl ..°

VIP

rh Virtual Services

@ searen ®  Copy sorvcn J[@  Add sorvice |

Primary VIP VS Enabled IP Address SubNet Mask / Prefix Port Service Name Service Type
@ ® v 1921651222 255255.255.0 a0 TEST WEB RR HTTP

1'[ 9

rh Virtual Services

Q search
Primary VIP VS Enabled IP Address SubNet Mask / Prefix Port Service Name Service Type
) ) v 192.168.1.222 255.255.255.0 80 TEST WEB RR HTTP
[} v |hozies1222 J 2552552550 I Enter port Numtll Optional Service Name | I =]

TAB o
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/ ADC o

VIP o 0

VIP 0 0

s 4 flightPATH o

5§ Real Servers

T8N Basic  Advanced  flightPATH

Status Activity IP Address Port Weight Calculated Weight Notes

) Online - | 2| 100 100 |
o] oo |
9
- 9
Drain -
drain
IP Real = DHCP  ©
o VIP o
ADC 9 9
1‘|’ n 11} g
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sh Virtual Services

Q searen ®  Copy servce J@  nd servce

Primary VIP VS Enabled IP Address SubNet Mask / Prefix Port Service Name Service Type

1921681222 2552552550 TEST WEB RR

55 Real Servers
m Basic  Advanced  flightPATH

Status Activity Address Port Weight Calculated Weight Notes ID
- Online 1921681200 80 100 100 Site 1
v Online 192.168.1.201 80 100 100 Site 2

VIP

Q Search
Primary VIP VS | Enabled IP Address SubNet Mask / Prefix Port Service Name Service Type
(] - v 192.168.1.222 255.255.255.0 80 TEST WEB RR HTTP
%) 192168.1.222 2552552550 80 TEST WEB RR HTTP 7

=A =4 =4 =4 =4
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g8 Real Servers

LT Basic Advanced flightPATH

Group Name: Server Group ©  Remove
Status Activity IP Address Port Weight Calculated Weight Notes

) Online - | ] 2| 100 100 |

o] coo |

1‘[ -
TCP °
9
1 IP
)l
)l
1‘|’ n n
i 9
9
)l
P
VIP IP °
1 P
Primary VIP Status = Service Status Enabled IP Address SubNet Mask Port Service Name Service Type
v v v 192.168.1.248 255.255.255.0 80 VIP1 HTTP
80 VS2 HTTP

e - - v 192.168.1.251 255.255.255.0

255.255.255.0

1 IP
Primary VIP Status = Service Status Enabled IP Address SubNet Mask Port Service Name Service Type
v o v 192.168.1.248 255.255.255.0 80 VIP1 HTTP
v ® v 192.168.1.251 255.255.255.0 80 VS2 HTTP
v | 1921681254 255.255.2550 80 VIP2 HTTP -
[ cuce_|
1 IP
1‘|’ n " g
Primary VIP Status = Service Status Enabled IP Address SubNet Mask Port Service Name Service Type
) v v 192.168.1.248 255.255.255.0 80 VIP1 HTTP
- v v 192.168.1.251 255.255.255.0 80 VS2 HTTP

192.168.1.254 255.255.255.0
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IP VIP IP 9
1 8 8 flightPATH
9
T
IP o
P IP P
9
8 Real flightPATH
IP 9
£h IP-Services Dashboard

¢h Virtual Services

@ cCopy Service Q 10.4.8.191

Mode VIP VS Enabled IP Address SubNet Mask / Prefix Port
- 10.4.8.191
- v 10.4.8.191 255.255.255.0 81
) v 10.4.8.191 255.255.255.0 82
- v 10.4.8.191 255.255.255.0 443
10.4.8.191 P s
9
Status Activity Address = Port Weight Calculated Weight Notes ID
T ST N = Courr: | Siaie
- Online 192.168.1.201 80 1 1 Activity 100 Site 2
1 Address
1 Port
1 Weight
v Calculated Weight
1 Notes
~ D
Tl' 9
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Primary/Mode VIP ° > 9

£ Clustering

+ Role

* Cluster
Enable ALB-X to act as part of a Cluster, providing High Availability in Active-Passive mode - automatic synchronisation of appliances
Manual
Enable ALB-X to act in High Availability mode, either Active-Active or Active-Passive - manual configuration of appliance
Stand-alone
This ALB acts completely independently without high-availability

ADC Primary/Mode 9
ADC HA

ADC IP -

° Primary IP
9
ADC 9 Primary Stand-
alone °
9 9
LE
D
5 - 9
" " " " 9
> ° Real °
9
5 9
: IP
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IP
IPv4 IPv6 9 IP VIP ° IPv4"192.
168.1.100" Ipv6 "2001:0db8:85a3:0000:0000:8a2¢e:0370:7334"
/
9
"255.255.255.0"° IPv6 ° IPv6 HTTPS:// EN.WIKIPEDIAORG

WIKI/IPV6_ADDRESS

° TCP UDP 9 TCP"80" TCP
"443 " o
9 n Ilg
"4
" ADC flighttATH 4 s 4
9
/
4 T TCP ADC
cP 4 o
4 U UDP 4 TCP ADC
DP 4 °
TCP UDP uDP TCP
4
TCP/U 9 ADC
DP
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HTTP  HTTP HTTPS ADC flightPATH )
7
FTP
7
SMTP
4
POP3
4
IMAP
4
RDP
4
RPC RPC
4
RPC/A Exchange Exchange
DS 2010 4
RPC
RPC/C Exchange
AIPF 4
Exch
ange
2010 RPC
DICOM DICOM
4
o flightPATH?®

Server Basic Advanced flightPATH

26|



EdgeADC-

m Basic Advanced flightPATH

Group Name: | Server Group

@ Copy Server @ Add Server

Weight Calculated Weight

e Remove Server

Status

Activity

Address
1921681125
192.168.1.119

Notes
TEQNAS
TEQNAS 2

Online

1 VIP®
I= 0
0 Oniine v | 2] 100 100
(e | oo |
1 IPv4 °
ADC 9 "10.1.1.1"
1 TCP/UDP 9
° ADC °
1'|' n n 9 9 III IS 1||

55 Real Servers

Basic Advanced flightPATH

| Group Name: | Server Group I @ Copy Server @ Add Server @ Remove Server

Status | Activity Address Port | Weight Calculated Weight Notes
1921681125
®  Online 1921681119

TEQNAS 2
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LED

»

Activity

Online

Online
Drain
Offline
Standby
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IP
Real IP 9 "192.168.1.200"°
Real TCP UDP o "80 " 9
9
100 1-100 2 100 1 o
9
T 1 =100
2 =50
3 =50
200 9
1 1 100
1 2 50
1 3 50
Round
Robin
9 ADC
9
" " 9 "IIS Serverl-London DC'
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Server Advanced flightPATH
Load Balancing Policy: Least Connections v
Server Monitoring: TCP Connection v
Caching Strategy: Off =
Acceleration: = Off b
Virtual Service SSL Certificate: | default aé
Real Server SSL Certificate: No SSL v

Least Connections
Fastest
ALB Session Cookie
ALB Persistent Cookie
Round Robin
IP-Bound
IP List Based
Classic ASP Session Cookie
| ASP.NET Session Cookie
JSP Session Cookie
‘ JAX-WS Session Cookie
' PHP Session Cookie
RDP Cookie Persistence
Cookie ID Based

Round
Robin 9

30|



EdgeADC-

Round Robin 9
Real 9 Real 9
IP Real o
° HTTP 4
/
-- " "9
IP o HTTP X-Forwarder-For 9
Real "
" IP 9 2 jetPAC
/ K 9
IP
7 HTTP 9 ADC
IP 9 HTTP cookie® ADC c
/ ookie 9 cookie
- 9 i 9
ALB cookie
Cook
ie
7 P ° ADC HTTP coo
kie® ADC cookie 9
/ cookie ®  cookie 2 IP
B 9 i 9
ALB jetPACK
Co
okie
Session  Active Server Pages ASP ° ASP
Cookie ) )
} cookie cookie ADC 9
AS ASP cookie 9
=]
Session
Cookie
Session ASP.nete ASP.NET
Cookie ) _
. cookie cookie ADC 9
ASP.NE ASP cookie 0
T
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Session
Cookie

Session
Cookie
-JSP
Session
Cookie

JSP
cookie

Java
cookie
JSP cookie

Oracle

ADC

JSP

Session
Cookie
- JAX-
WS
Session
Cookie

JAX-WS
cookie

Java
cookie
JAX-WS cookie

Oracle 9

ADC

JAX-WS

Session
Cookie-
-PHP
Session
Cookie

PHP

cookie ADC

PHP

Session
Cookie
-RDP
Cookie

Cookie 9

/ RDP

Co
okie-ID

"PhpCookieBased "
RegEXx h=["]+

Real Server
" cookie
cookie
D 9

CookielDName="h"

9

cookie

"ID=X;

cookie

cookie

ID

CookielDBased cookie

CookieListBased
IP

ADC
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None

Ping/ICMP Echo
TCP Connection
ICMP Unreachable

RDP
2000K
DICOM

VIP 9

o Real RDP 2000K
9 TCP 9
9
9 Ping/ICMP
Echo® TCP 2000K 9

Status Date Message

ATTENTION 10:22 26 Feb 2016 10.4.8.131:89 Real Server 172.17.0.2:88 unreachable - Echo=0K Connect=0K 2000K=FAIL =

OK 10:22 26 Feb 2016 10.4.8.131:89 Real Server 172.17.0.2:88 contacted - Echo=0OK Connect=0OK 2000K=0K ‘\ ‘

Ping TCP 2000K
9
9 >
9
Real 9
ADC °
H/A 9 9

nc ADC IP ICMP ] AD

MP
C 0 HIA
9 9
TCP TCP Real °
ADC Real o ° UDP
TCP 0
ICM  ADC UDP ICMP Real
P
° UDP DNS
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53¢
RDP TCP ICMP o
7 RDP 9 ADC  Real o
9

é?(o TCP Real ° ADC Real

Server HTTP 9 HTTP "200 OK " 9 "200 OK

" ADC Real Server 9 ADC "200 OK

" 8 ADC Real

Server o HTTP HTTP o HTTP

4 SSL " SSL

" 9
DICO TCP DICOM Real Real Echoscu
M n II9 11} n n n

n 11} 9

9
9
o HTTP
9
Off
By Host

By Virtual Service

0 "HTTP
" VIP 0
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° ADC

content-encoding:

gzip HTML® CSS Javascript® "
ADC
9
SSL ADC 9
SSIe "HTTP " "Layer4
TCP" ° o
9 SNI "
n 9
TLS °
ADC IP TCP 9
Mo SSL
All
default
SSL ADC 9
' o SSL SSLe
SSL ADC 9
SSL ADC 9
SSLQ NO
SSL 9 9
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Mo S50
Any
S|
default
SSL ADC 0
n SSL n IISSL II9
ADC Real
Server o ADC 9
" " "SSL " "SSL "9
SNI ADC Real
Server 9 ADC 9
n n IISSL n
"SSL "9 SNI°
SS ADC 9
L

Server Basic W.GIEULELE flightPATH

Connectivity: | Reverse Proxy - Connection Timeout (sec): 600
Cipher Options: | Defaults hd Monitoring Interval (sec): 10
Client SSL Renegotiation: v/ Menitoring Timeout (sec): | 10
Client SSL Resumption: v/ Monitoring In Count: | 2
SNI Default Certificate: | None - Monitoring Out Count: | 3
Security Log: | On - ﬁ Max. Connections (Per Real Server):
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ADC o
DSR DR
ADC ° DSR 4
9 9
7 DSR 9 IP 9
SSL/TLS IP ° DSR Real
Server 9 9
ADC Real
Servers ADC 9
Real 9
7 P 9
Real ADC ethO® ethl 9 Real
Server 9
SSL/TLS ° ADC
jetPACKS 9 jetPACK 9
9
9
SSL
SSL 9 SSL
SSL DDOS
SSL
SSL 9
9 9
SNI
SNI SSL ADC SNI
9
e 9 SSL
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" W3C 9 Cog
W3C 9
600 10 9 0
90 9 RDP 7200
2 ° RDP 2
9
9
9
9 1 ¢ 1
9
ADC 9 2s9 9
2 2 Real o
9
9
3 Real ADC

9 ADC

9
9
Real 1000 Real

Server ADC Real
Server 1000 9 "
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Server Basic Advanced BRILEZNL,

Available flightPATHs Applied flightPATHs
Content expiry ~ . HTML Extension
Spoof Server type

Never send errors H

Redirect on language 5 . .
Google analytics

CUSTOM redirect KEY_WORD .
CUSTOM change content at the end of t...

CUSTOM add link to FlightPath tests

Please select & add flightPATH rule by either dragging & dropping or using the armows.

flightPATH Edgenexus ADC ° flig
htPATH ° GUI 8
: flightPATH HTTPS  °
flightPATH HTTPS HTTP B
9
9
9
9
9
flightPATH 8 flightPATH °

39



EdgeADC-

Docker ADC 9
ADC 9
8 9
9
(]
* >
App Store ° ADC 9
ADC > 9
9
ADC 1 9 ADC
ADC 9
App
Store 0 WAF GSLB 9 ADC
9
ADC 9
ID ADC ID
App Store 0
1 9 HTTPS:// APPSTOREEDGENEXUSO/PRODUCFCATEGORYADD-ONS/ @
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9 HTTPS://| APPSTOREEDGENEXUSO/PRODUCTFCATEGORYSERVERHEALTH-MONITORY @

jetPACKS:HTTPsS:// APPSTOREEDGENEXUSO/PRODUCFCATEGORYJETPACKY
9 HTTPS:// APPSTOREEDGENEXUSO/PRODUCFCATEGORYEDGENEXUSFEATUREPACK/®

flightPATH 9 HTTPs:// APPSTOREEDGENEXUSIO/PRODUCFCATEGORYFLIGHTPATH/ @

= =4 =4 =4 =4

® HTTPS:// APPSTOREEDGENEXUSO/PRODUCFCATEGORYEDGENEXUSSOFTWAREUPDATH ©

Click icons to toggle groups of apps

Q9 0 0 0

Add-Ons Feature Packs flightPATHs Heslth Monitors JetPACKs
— v Dow! Apps
. & Pur Apps
Associated App Store User jay.savoor@vxl.net
OpenDaylight SDN C (A
OpenDaylight SDN Controller @
s Leading the Date: 2020-03-24
transformation to Order: 20085
Qpen SDN
« Common industry Version: 0.7.1 Nitrogen
SDN platform (uild 853
= Platform Overview
User Guide

ADC ADC
ADC ° °

Click icons to toggle groups of apps

© O 80 0 O

Add-Ons Feature Packs flightPATHS Health Monitors jetPACKs
— ~ Dow Apps
OpenDaylight SDN C Q
OpenDaylight SDN Controller e

» Leading the Date: 2020-03-24
transformation to Order: 20085
Open SDN . .

« Common industry Version: 0.7.1 Nitregen
SDM platform (build &5)

= Platform Overview

g‘!; Deploy App Store Info

— & Pur Apps

Associated App Store User: jay.savoor@vxl.net
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Basic Forms NTLM BASIC

flightPATH  ©

B

flightPATH

XN O Authenticaion X
@ Authentication

+ Authentication Servers

® s

Name Authentication Method Domain Server Address Port Login Format
MKD-LDAP-MDS LDAP-MD5 jetnexusO mkdomserve jetnexus.local Blank
MKD-LDAP LDAP jetnexusQ 192.168.3.200 Username Only
MKD-LDAPS LDAPS jetnexusO 192.168.3.200 Username Only
MKD-LDAPS-MD5 LDAPS-MDS jetnexusO mkdomserve.jetnexus.local Blank
1'[ 9
1'[ 9
LDAP - LDAP LDAP 9
LDAP-MD5 - LDAP MD5 9
LDAPS-LDAP over SSIE  ADC LDAP 9
LDAPSMDS5 - LDAP over SSE ADC LDAP MD5 9
LDAP 9
IP
LDAP - IPv4 9
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LDAP-MD5 - IPv4 o
LDAPS- IPv4 °
LDAPSMDS - IPv4 °
LDAP 389 LDAPS 636 ® LDAP LDAPS

RFC 4515 o o
(MemberOf=CN=Phon VPN,CN=Users,DC=mycompany,DC=loca)

LDAP 0
dc=mycompany,dc=local

9

9 mycompany\gchristie OR
someone@mycompany 9
-ADC 9 MD5 9
9
9
+ Authentication Rules
Name Description Root Domain Authentication Server | Client Authentication | Server Authentication  Form Message Timeout (s)
Rule 1 Test Auth Rule  jetnexus.com MKDC Forms NONE default  Test for user Guide 600
9
9
9
9
9
9 401 -- 401
ADC ° °
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9
9
9
] (401) o
NTLM - NTLM NTLM?®
- ADC 9
- 9
9
9
9
Authentication Rules
Name Description Root Domain Authentication Server Client Authentication Server Authentication Form Message Timeout (s)
Jetnexus Auth For demo purposes edgenexusio Infra = | Forms * | NTLM * | default ¥ | Please signin to continue | 60
9 edgenexus.i

0° edgenexus.io 9 9

1 .mycompany.com

1 usercentral.mycompany.com

1 appstore.mycompany.com

VIP VIP ° usercentral.
mycompany.com 9 a
ppstore.mycompany.com ADC 9 9
9
ADC °
0 HTM HTML  °
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= loginform
=%JNURL%
=POST

name = "JNUSER"

9 ="JNPASS"
19 JNMESSAGE °
29 %jnauthmessage °
Base64 9
HTML

<HTML>

< >

<title> <ftitle>*

</HEAD>

<BODY>

%JINMESSAGE%[br>

<form name="loginform" action="%JNURL%" method="post"> USER: <input type="text" name="JNUSER" size="20" value="" ></br>
<input type="password" name="JNPASS" size="D" value=""></br>

<input type="submit" name="submit" value="OK">3
</form>
</BODY>

</HTML>

Forms

Form Name: TestForm

C:\fakepath\TestForm.html =2 Browse | Upload
:
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+ Forms
Form Name:
C:\fakepath\TestForm.html
default
TestForm
ADC

+ Global Cache Settings

Maximum Cache Size (MB): A 50
Desired Cache Size (MB): 30

Default Caching Time (D/HH:MM): ' 1 s

Cache Checking Timer (D/HH:MM): 3

Cache-Fill Count: | 20

O

O

/ 00:00 >
Cachable HTTP Response Codes: 200 203 301 304 410

< [ 00:00 >

-
-

ADC

[¥] Check Cache

Force a check on the cache size

[4] Clear Cache

Remove all items from the cache

MB
Cache
8
MB
RAM Cache
30MB " >
D/HH:MM 9

RAM® ADC

46|




"1/01:01"

HTTP

200 -
203 -
301 -
304 -
410 -

=A =4 =4 =4 =4

Apply Cache Rule

Other Domains Served

EdgeADC-

"D/HH:MM" -

1/00:00 ADC
HTTP  © HTTP
HTTP

D/HH:MM ¢

304

URL

"01:00 "

(® AddRecords (© Remove Records

Name
www.jetnexus.com
www.domain2.com
demo.jn.com

Caching Rulebase
Images

File

Images

9

mycompany.com 192.168.3.1:80

"00:01"

9
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— + Create Cache Rule

Cache Content Selection Rulebases: | include - || directory - || Enter Object Name |
Rule Name Description Conditions

Caches most images include * jpg include * gif include * png

9
1
q " ng
9
1
1 JPEG
q +
1 " *jpg " 9
1 9 9
9
flightPATH ADC o flightPATH HTTP HTTPS
9
IP flightPATH VIPe
9
1. flightPATH 9
2. 9
3. 9
4,
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— # Details
flightPATH Name Applied To VS Description
HTML Extension Mot in use Fixes all .htm requests to _html
index.html Mot in use Force to use index.html in requests to folders
Close Folders Mot in use Deny requests to folders
Hide CGI-BIN Mot in use Hides cgi-bin catalog in requests to CGI scripts
Log Spider Mot in use Log spider requests of popular search engines
Force HTTPS MNot in use Force to use HTTPS for certain directory
Media Stream Mot in use Redirects Flash Media Stream to appropriate channel
9 2 v

=

flightPATH  © flight PATH o

flightPATH

.+ Details

@ raarew

flightPATH Name Applied To VS

TNEVET SETIOEITUTS UL T use TSI NEVET QTS arly SIToTs MO youT sie

Redirect on language Not in use Find the language code and redirect to the related country domain
‘Google analytics Not in use Insert the code required by google for the analytics - Please change the value MYGOO.
IPw6 Gateway Not in use Adjust Host Header for I1S IPv4 Servers on IPvE Services

Restrict Access Not in use Restrict Access by URL content

Access Only from LAN Not in use

Kill kKeepAlive Not in use
| Test if host is jumblecom | This is used to filter for host JUMBLE.COM

flightPATH ° ADC

VS flightPATH VIPe

flightPATH
1. o
9 Auth2

2
3
4. IP
5
flightPATH 9 AND 9

OR flightPATH VIP®

49|



EdgeADC-

— 4 Condition

Condition ¥ | Match Sense Check Value
Path Does Match RegEx . htm$
Check Match
RegEx  Value RegEx RegE»¥ RegEx flightPATH °
flightPATH
— 4 Condition
Condition Match Sense Check Value
Path Does Match RegEx \.htm$

Host bt Does * | Contain

* | mycompany.com

Update Cancel

Jetpack °
9
< HTML " 0"
>
GEO IP ISO GEO GB GEO
3166
URL www.mywebsite.com  192.168.1.1
HTTP
HTTP GET POST
X-Forwarded- =8 9
p for XFF Ori 10.1\.2* 10.1.2.0/24
gin 10.1\.2.310.1\.2.4 |
/mywebsite/index.asp
POST

"Best=jetNEXUS

Best edgeNEXUS
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cookie MS-WSMAN=afYfn1CDqqCDqUD::
HTTP Referrer, UserAgent, From, Date
HTTP http/1.0  http/1.1
HTTP 200 OK, 304 Not Modified
cookie MS-WSMAN=afYfn1CDqqCDqUD::
HTTP Referrer, UserAgent, From, Date
HTTP http/1.0  http/1.1
IP IP
IP
P |Ps |Ps P9 P o
RegEX 10\.1\.2\.3 10.1.2.3
o Condition Host Match
9 <form> POST
9
9
: text/plain

Accept-Encoding: <compress |
gzip | deflate | sdch | identity >°

Accept-Language: enUS

- : bytes
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HTTP ° Basic
QWxhZGRpbjpvcGVUlHNIC2FtZQ

. Content-Encoding: gzip

) 8 ° - 1348
- mime POST PUT 9 Content-Type: application/x -
www -form -urlencoded
Set-Cookie HTTP Cookie: $Version=1; Skin=new;
cookie °

Date = "Date" ":" HTTRlate

ETag ETag® "aed6bdb8e090cd1:0"

: user@example.com

. 304 9 If-Modified -Since: Sat, 29 Oct
1994 19:43:31 GMT
RFC 2822 9 Tue, 15 Nov 1994
12:45:26 GMT
k' -w ° . Pragma: no-cache

HTTP://www.edgenexus.io

9 Apache/2.4.1 (Unix)

HTTP cookie Set-Cookie:UserID=JohnDoe;
Max-Age=3600; Version=1

° Mozilla/5.0

(compatible; MSIE 9.0; Windows
NT 6.1; WOW64; Trident/5.0)

9

X-Powered- ASP.NET PHP® JBoss X-Powered-By:PHP/5.4.0
By 0
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n n n n 9
9
o i) H i) i) ) RegEXl )
/ - -
woow - Does - Start - /secure
oo 9 Path - Does - End - .jpg
www.jetnexus.com
- - -16
www.jetnexus.com = TRUE
www.jetnexus.co.uk = FALSE
RegEx Perl IP- - Regex-10\.* |
11\.*
flightPATH °
1. °
2. ° ° ADC
9

3. °

4. 9

5. ° mycompany.com

+ Condition

Condition Match Sense Value

Request Header

Does

image

wwww.imagepool.com

1 URL

www.imagepool.com
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9 ADC
9 ADC GUI

flightPATH 9

)l
T
)l
T

= =4 =4 =4 =4 4 4 -4 -8 9

Value - RegE»

=$method$
= $path$
Querystring = $querystring$
Sourceip = $sourceip$
"200 OK" = $resp$
=$host$
= $version$
= $clientport$
Clientip = $clientip$
=$geolocation$”

302 HTTPs://$host$/404.html

$sourceip$:$sourceport$ $path$
9
T 404 9
1 404 .html
1 Syslog " 154.3.22.14:3454 .html

ng
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flightPATH o
— ~ Action
Action Target Data ~

Rewrite Path $pathsl

URL URL®
1
1
1 $path$/myimages
1
/myimages URL www.imagepool.com/myimages
flightPATH
flightPATH VIP/VS flightPATH °

55 Real Servers
Server Basic = Advanced MilliiliZ.N1!

Available flightPATHs Applied flightPATHs

Close Folders

Hide CGI-BIN

Log Spider . .
Force HTTPS

Media Stream .
Swap HTTP to HTTPS
Black out credit cards

-

Fleaze select & add flightPATH rule by either dragging & dropping or using the arrows.

>|P flightPATH VIP?

flightPATH

= =/ =4 =4

flightPATH 9 flightPATH

Applied flightPATHSs >> 9

9

=
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3 Monitoring

— # Details
MName Description Monitoring Meth Page Location | Required Conter Applied To VS | User Password Threshold
Check home pag HTTP 2 ¥i Mot in use
DICOM Monitor DICOM = DICOM Not in use
— 4 Upload Monitor
Monitor Mame: | |
= Browse
& Upload New Monitor
— 4 Custom Monitors
| -
o Web
ADC 9
> 8 9 7
n " 9
9
9 9
— ~ Detail
Name Description Monitoring Method Page Location Required Content Applied To VS User Password Threshold
2000K Check home page for 200 HTTP 200 OK / Notin use
DICOM Moniter DICOM server DICOM Not in use
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HTT TCP 0 HTTP ° 200
200 0 HTTP "200 OK " o

OK  "200 0K " 9
"200 OK

9

Real 9
HTTP 200
HTTP HTTP 9 HTTP 4 ok

SSL Real Server " SSL 9

" 0 /main/inde
x.html
HTTP://ww
w.edgenex
us.io/main/
index.html

HTT  Real HTTP 9 9
P
"200 OK
" HTTP o °

Real 9 HTTP HTTP
9 HTTP 4 SSL Real
Server " SSL” 9

HTTP

9

/main/inde
x.html
HTTP://ww
w.edgenex
us.io/main/
index.html
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DIC " 9 DICO
OM M
"AE DICOM ¢ "
° DI
"AE ° IP - o
COM
- - 9
L7
9
DICOM
9
° AET
TCP Out of 9
Band TCP 9 TCP
TCP B
/
9
9 555
9 9
T 9
CP
9
9
9 135,5953
4,59535
URL
HTTP o /folderl/folder2/pagel.htmi
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9 9
VS
P/ 9
9
Real o
Real B
CPU 9
" n 9
+ Details
Name Description Monitoring Me...| Page Location | Required Cont... Appliedto VS | User Password Threshold
Http Response  Check home pa... HTTP Response 555 192.168.3.20:80
DICOM Monitor DICOM... DICOM does this conte... Notin use
Monitoring OWA Exchange 2010... HTTP Response /owa/auth/logon... Not in use

Exchange 2010... Multi port TCP ... fowa/auth/logon... Not in use

PERL ple
4 Upload Monitor
Monitor Name: ' Test
C:\fakepath\test.pl | Cag Browse
<& Upload New Monitor

ADC

.pl

= =4 =4 =4
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Upload Monitor
Monitor Name: = Test

C:\fakepath\test.pl ad Browse

&S Upload New Monitor

1

1

1

1'[ 9
Perl

Perl 0
Perl 9
#Monitor -Name: ADC Perl 9

1 #Monitor -Name

1'[ 9
1'[ 9
Perl CHROOTED 9 WGET CURL
SNI®
1 my $host=3$_[0];- IP Services-Real Server " "o
T my$port=9% [1];- IP -- " "9
1 my $content=3$ _[2];- Library--Real Server Monitoring "Required Content "
T my $notes =$_[3];- P " "o
1 my $page =$_[4];- Library--Real Server Monitor " "o
1 my$user=%_[5];- Library--Real Server Monitor "User" °
1 my $password = $_[6];- Library--Real Server Monitor " "o

60|



EdgeADC-

1
1
Syslog
IN COUNT 9
1
2
Syslog n 11}
ouT 9
#MonitorName HTTPS_SNI
9
9
#
# 6 o
#
#1
#2
{
my Shost =$ [O], #H# IP
my Sport =$ [1]; ###
my Scontent = $_[2]; ### HTTP
my Snotes = $_[3]; ###
my Spage = $_[4]; ## URL
my Suser =$ [5]##et | ( )
my Spassword= $_[6]; ### 9
$resolve
$auth =
($port)
{
$resolve = "$notes:$port:$host":
}
{
$resolve = "$notes:$host";
}

$user && $password {

$auth = “u $user:$password :
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}

my @lines = 'curs -i -retry 1-maxtime 1-k -H "Host:$notes-resolve $resolve $auth HTTPs://${notes}${page}2>&1";
if(join("@lines)=~/$content/)

{
print "HTTPs://$notes}${page} looking Beontent- Health check successful./n";

@y

}
{
print "HTTPs://${notes}${page} looking fheontent- Health check failedh!";
2
}
}
@ARGV °
- 9 -
SSL
SSL 7 ADC SSL
8 8 9
SSL ADC 9
9
ADC SSL
ADC flightPATH © SSL
ADC SSL 9 ADC
flightPATH 9 SSL Real
ADC SSL SSL 9 SSL
9 IT CA 9
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SS.

— #~ Create Certificate

Certificate Name: | MyCompanyCertificate |

Organization: | MyCompany l:'

Crganizational Unit: | Support |

City/Locality: | New York Al

State,/Province: | NY

Country: | us |:| - |

Dornain Name: | WWwW.mycompany.com |

Key Length: | 2048 - |
Pericd (days): | 365 =
Create Certificate Request

CSR

SSL CSR SSL °

— 4 Create Certificate

Certificate Mame: | MyCompanyCertificate |

Organization: | My Company I:'

Organizational Unit: | Support |

City/Locality: | MNew York 4
State,/Province: | NY Nl
Country: | us l:' - |

Domain Name: | WWW.Mycompany.com |

Key Length: | 2048 - |
Period {days): | 365 =
Create Certificate Request
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Certificate Mame: MyCompanyCertificate

Certificate Text: | ----- BEGIM CERTIFICATE REQUEST----- —
MICojCCAYoCAQAWXTELMAKGATUEBRMCVYMxCzAJBgNVBAQTAKSZMR
EwDwYDVQQH
EwhOZXcgWWoyazESMBAGAIUEChMITXIDEZ2TWYWSSMRowGAYDVQQD
ExF3d3cubXlj
b2TwYW5SSLmMNvbTCCASIwWDOY JKoZIhwcNAQEBEQADgQEPADCCAGQOCOO
EBAMPEY10OQq
DsLevmbotxHmMenwGORAXzSgqOuUEZLOj7h2LCNSHhO /" WEmMLEIC+HkSiBou
h5naz23TJ
B2BrLSxVwIPIS|6RDsAnegpavGUVsdkoluZiuFujHGYSSAQ|SsBBGAI1s6ay3TLTI
ZM2ZDsIUzjPY KOgW7LStS89bH2ELB/ MPT+iIILFeQmCGR2iSpFE7s00PpNM
E7EqQXU
MOv/beTQZKwi0/awlUw2m2RZ2krdgBg,/Fw2tzQg+KxS4nHhOsJwIPKBy9u

Close

CSR mycert.csro CSR
SSL 9

— 4+ Manage Certificate
Certificate: | MyCompanyCertificate(Pending =

Paste Signed: | To install:
Select a certificate (pending) from the drop down box above
paste your signed certificate in here and click Instzll

Add intermediates:

Select a certificate (trusted) or certificate {imported) from the drop
down box above

paste your intermediates in here one after the other

(intermedate closest to the certificate authority last) and

click Add Intermediate

6 oo = e |

Add Intermediate

i

m
*

Reorder

©

ADC SSL
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Certificate Details

Certificate Name: vxL_Wildcard_2020

Organization
Organizational Unit:
City/Locality:
State/Province:
Country:

Domain Name: ~vxl.nst

Key Length: 2048

Period{days)

Expires: Aug 1112:00:00 2020 GMT

SSL 9

CSR ADC 9

— 4 Manage Certificate
Certificate: | MyCompanyCertificate(Pending  ~

Paste Signed: | To install:
Select a certificate (pending) from the drop down box above
paste your signed certificate in here and click Install

Add intermediates:

Select a certificate (trusted) or certificate (imported) from the drop
down box above

paste your intermediates in here one after the other

(intermedate closest to the certificate authority last) and

click Add Intermediate

Show m Add Intermediate

i

1 9 Pending 9 MyCo
mpanyCertificate 9

)l

)l

1 SSL " " 9
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EdgeADC-

Real

ADC

VIP

CSR
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Certificate Details

Certificate Name: MyCompanyCertificate

EdgeADC-

Certificate Text:  ——-—-BEGIN CERTIFICATE REQUEST-—-

MIICojCCAYoCAQAWXTELMAKGATUEBhMCVVMXCZAJBgNVBAQTAKSZMR
EwDwYDVQaQH

EwhOZXcgWWoyazESMBAGAIUEChMJTXIDb2TwWY WS55MRowGAYDVQQD
ExXF3d3cubXlj

b2TWYWaSLmNvbTCCASIwWDQY JKoZIhve NAQEEBQADgQEPADCCAQOCOg
EBAMPE8YIOq
D5LevmbotxHmMconwGORAXZSgqOUQZLOj7h2LCNSHhO,/ WEmMLEIC+k8iBou
hSna23TJ

B2BrLoxVwIPISj6RDsAnegpavGUVsdkoluZiu7ujHGVSS AQ(SsBBG4Is6ay3fLTI
ZM2ZDsIUzjPY KOgW7LStSB9bH2EL B/MPf+ilLFeQmCGQ2iSpFE7s00PpNM
E7EqXU

MOv/beTQ2KwT0/awlUw2m2RZ 2krdgBa/Fw2tzQg+KxS4nHhOsJwIPKBySu

-

=A =4 =4 =4 =4 =4 -9

CS#12

n n 9

Certificate Details

Organizational Unit:

Certificate Name: VXL_Wildcard_2020

Organization:

City/Locality:
State/Province:
Country
Domain Name: ~vxl.net
Key Length: 2048
Period({days):

Expires: Aug 1112:00:00 2020 GMT

SSL o

ADC »°

SSL 9

67|
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Import Single Certificate

Certificate Name: = sslCert_TestName

Password:

Upload Certificate: C:\fakepath\ssicert_TestNar

& Import
T ° ADC
9 -
1 PKCS#12
T { }-pfx
1 9
1 ADC SSL °
JNBK ° JNBK
Import Certificates from JNBK

Upload Certificate: C:\fakepath\ssicert_pack.jnt

Password: = esesses

ADC

& Import
il JNBK -
i JNBK
q 9
i ADC SSL 9
ADC ° ADC 9
+ Export Certificate
Certificate Name: CertTest, CertTestl v

Password: = eseseee

< Export
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1'[ 9 9 8
° <>""()V|\A3% &

1

1 sslcert_{certhame}.pfx® sslcert_Test1Cert.pf
X

1 JNBK o sslcert__pack.jnbke®
JNBK ADC ADC 9

> 9

+ Configured Widgets

Conied Vi Elc

Events

' Bytes IN per min
Bytes OUT per min
Services Status ’

System Utilisation

8 9
ADC 9
Events iﬂj
g |
T e
TTESTION L0 G Sep B1S [P PErr——
. P —— R S i i i B
- i e (Dt S 4 e, S, o o, e g 2,
. 1837 3 By 2710 Pl Bevees 1971881 B awwsincird
P S
Add headlines about key events to your dashboard with an optional filter.
@® Add
1'[ n mn n mn 9
1 ° Attention Events °
i o Attention
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Event Widget

Status Date Message
ATTENTION  15:54 01 Mar 2016 10.4.8.131:89 Real Server Firewall1: =
ATTENTION  09:33 01 Mar 2016 10.4.8.131:89 Real Server 172.17.0.. MName: | Attention Events

ATTENTION  09:33 01 Mar 2016 10.4.8.131:89 Real Server 172.17.0.;
ATTENTION  09:33 01 Mar 2016 10.4.8.131:89 Real Server train9.jn.c
ATTENTION  09:33 01 Mar 2016 10.4.8.131:3% Real Server Firewall1: Keyword Filter- | attention
ATTENTION 08:48 01 Mar 2016  10.4.8.131:89 Real Server train9.jn.c

ATTENTION  08:43 01 Mar 2016 10.4.8.131:89 Real Server 172.17.0..

ATTENTINN  NA-AR N1 Mar 3ME 4N A A 121-A0 Daal Sonar 172 170 7
4| | 3

T |

EDGE NEXXUS IP-Services
T

¥ services © — “+ Configured Widgets

iiN Library (—] Configured Widgets: | '| m

Attention Events

& Apps 4 Available Widgets -/

Bytes IN per min
B Authentication .
Events Bytes OUT per min

& Cache Services Status

23 flightPATH System Utilisation

& -

1 > °
1'|‘ n n 9 9

Status Date Message
ATTENTION 1429 05 May 2021 192.1681.222:80 Real server 192.1681.201:80 unreachable - Connect=FAIL &
ATTE ION 1429 05 May 2021 192.1681.222:81 Real server 192.1681.201:80 unreachable - Connect=FAIL
ATTENTION 1429 05 May 2021 1921681.222:80 Real server 192168.1.200:80 unreachable - Connect=FAIL
ATTENTION 1429 05 May 2021 1921681.222:81 Real server 192.1681200:80 unreachable - Connect=FAIL
ATTENTION 1612 03 May 2021 192.168.222:80 Real server 192.168.1.200:80 unreachable - Connect=FAIL
ATTENTION 1612 03 May 2021 192.168.222:81 Real server 192168120080 unreachable - Connect=FAIL
ATTENTION 1612 03 May 2021 1921681222:81 Real server 1921681201:80 unreachable - Connect=FAIL
ATTENTION 16712 03 May 2021 192.1681.222:80 Real server 192.1681.201:80 unreachable - Connect=FAIL
ATTENTION 1718 01 May 2021 192.1681.222:81 Real server 192.1681.201:80 unreachable - Connect=FAIL
ATTENTION 1718 01 May 2021 Service Web Server VIP on 192168122280 stopped: active, http, least-conn, connect, 2 rs - no real server contact
ATTENTION 1718 01 May 2021 Service Web Server VIP on 192168122281 stopped: active, hitp, least-conn, connect, 2 rs - no real server contact v
9
11} n 9
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System Craphs
100
an 4 MName:
a0 4
20 CPU: 1
20 4 Memory: w7
0 Disk: 1
®CPrU%  ®Memory % @ DISK Used %
T O
ADC 9
1T CPU
Name: | My Interfaces| |
ETH Type Status Speed Duplex Bonding
etho (%) auto auto none
ethl [w) auto auto none
o e O cow
ETHC® ETH1 °
9
9
9
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IP-Services Widgets (D Dashboard *

I Interface Settings - | () PauseliveData | Default Dashboard

Interface Settings
ETH Type Status Speed Duplex Bonding
eth0 (w) auto auto none -
eth1 () auto auto none [
eth2 (w) auto auto none
eth3 (w) auto auto none
ethd (w) auto auto none v
9 9
1'[ 9
Name:  Status of Test Services Keyword Filter: | Test
VIP VS  Name Virtual Service Hits/s | Cache % Comp % RS Real Server Notes Conns
® test2 10.4.8.131:80 0 0 0 @ Firewall1:88 0
® 17217.0.2:88 0
® 172.17.04:88 0
@ train9.jn.com:80 0
™ test3 10.4.8.131:81 0 0 0 @ Firewall1:88 0 |:|
@® 172.17.0.2:88 0
& 17217.0.4:88 0
@ train9.jn.com:80 0 =
< | »
& con
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Name: = Status of Test Services Keyword Filter: | Test
VIP VS | Name Virtual Service Hits ¥ RS Real Server Notes Conns  Trend Data
® tes2 10.4.8.131:80 0 UG EnTen 4 VIP e e Ol
® 1217021 ¥ VS 0 o
@® 172.17.0.41 ¥ Name 0 R
@ train9jn.col v Virtual Service 0 )
| V/ Hits/s | i
@ test3 10.4.8.131:81 0 @ Firewall1:8€ | | cache % 0 ———a0]
CRAIE == W —
: train9.jn.cot M RS 0 e -V I
T i v Real Server 3
v/ Notes
AT e
v Trend
v/ Data
v/ Trend
v’ Reg/s
v Trend

1'[ 9
1'[ 9
IP-Services Status Widgets (D Dashboard *

Status of Test Services - () PauseliveData |Z* Default Dashboard

Status of Test Services
VIP Vs Name Virtual Service Hits/s | RS | Real Server Conns Trend Data Trend Reqls | Trend
("] [ Spirent Test 172.21.100.1:80 0 @ 172.22.200.1:80 0 0 0
] Spirent Test 172.21.100.1:81 0 @ 172.22.200.1:80 0 0 0
L] C] i)
[ =] test1 10.4.8.131:89 0 @ Firewall1:88 0 0 0
[ test2 10.4.8.131:80 0 @ Firewall1:38 0 0 0
] test3 10.4.8.131:31 0 @ Firewall1:38 0 0 0
[ testd 10.4.8.131:82 0 & Firewall1:38 0 0 0
9
9
r .
Traffic Graphs o
L 1
» |I.'|
n { .'l.
[
n { !
™ "‘x.___w e e e
SHT WA WHE BRE BN BHE ARN WEN GG BNE END ARH SRR @G wE
SPUN  BSmicmCPUN  SMerorydh @By @ Dhiead

Display live and historical graphs of many different data sets.
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VS/RS

CPU

CPU
%
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Traffic Graphs

Name: | Traffic Graph 1
4.0 . . Database: | Virtual Services
35 r I“. VSIRS: | 10.4.8.131:80

. f \ I
3.0 J Last: | minute >
25- | . — Data :
204 [ ‘. — Bytes in
15 I "‘,f"' \/ Bytes out
:' v Bytes cached

1.04 Compression %
0.5 " Current Connections
0.0 - __ Request per second
15:45:21 15:45:30 15:45:39 15:45:48 15:45:57 15:46:06 15:46:15  Cache Hits

_| Cache Hits %

® 10.4.8.131:80
~— Show -
+/ Averages
Save © Close | Peak
> 9
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ADC 9

® PauseLiveData || & Default Dashboard

100

System Utilisation

®CPU% @ Mermory % @ DISK Used %

Status

OK

OK

OK
ATTENTION
OK

OK

OK
ATTENTION
0K

OK

<

Date

13:56 06 May 2021
13:56 06 May 2021
13:56 06 May 2021
13:56 06 May 2021
13:46 06 May 2021
1346 06 May 2021
13:46 06 May 2021
13:46 06 May 2021
13:44 06 May 2021
1344 06 May 2021

Message

192.1681.222:80 Real server 1921681 200:80 contacted - Connect=0K Q
1921681.222:80 Real server 1921681 201:80 contacted - Connect=0K

service Web Server VIP on 192168.1.222:80 started: active, http, least-conn, connect, 1fp, 2 13

Service Web Server VIP on 192168.1.222:80 stopped: active, http, least-conn, connect, 2 rs - Stopping VS 192168.1.222:80; interface 1921681222 updated

192.1681.222:80 Real server 1921681 201:80 contacted - Connect=0K

192.1681.222:80 Real server 1921681 200:80 contacted - Connect=0K

Service Web Server VIP on 192168.1.222:80 started: active, http, least-conn, connect, 2 rs

Service Web Server VIP on 192.168.1.222:80 stopped: active, layer 4, least-conn, connect, 2 rs - Stopping VS 192.168.1.222:8
192.1681.222:80 Real server 1921681 200:80 contacted - Connect=0K

Service Web Server VIP on 1921681 222:80 started: active, layer 4, least-conn, connect, 2 rs

w

interface 192.168.1.222 updated

VIP | VS | Name

Virtual Service

Services Status

~

Hits/s Cache % Comp % RS Real Server Notes Conns| Trend Data Trend Req/s Trend
@ @ webserver VIR 192168.1.222:80 o [e] e} @ 192168120080 Web server .. O (o] (o]
Q 192.1681.201:80 web Server . O o] o]
o
U 8 / 9
9
9
@ Pause Live Data
ADC 9
9 9
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@ Play Live Data

ﬂ Default Dashboard

Default
Dashboard 9

9

~
m—
VIP VS | Name Virtual Service Hits/s Cache % Comp % RS | Real Server Notes 100
® @ WebsServerVIP 192168122280 o] o o @ 1921681.200:80 Web Server| 80
® 192168120180 Web Server|
60
40
20
Q
®crux @ ory% @ DISK Used %
< >
10- 10 -
8- 8-
€= 64
44 44
24 24
a a
085816 08:58:22 08:5828 08:5834 08:58:40 08:58:46 08:58:52 08:58:58 08:59:04 085910 0B:5816 08:5822 0B:5828 0B:5834 08:58:40 0B:58:46 08:5852 08:58:58 08:59:04 08:5310
®ytesin ® Byt out
Status Date Message
OK 13:56 06 May 2021 192.1681222:80 Real server 1921681 200:80 contacted - Connect=0K ~
OK 13:56 06 May 2021 192.1681222:80 Real server 1921681 201:80 contacted - Connect=0K
OK 13:56 06 May 2021

Service Web Server VIP on 192168.1.222:80 started: active, hitp, least-conn, connect, 1fp, 2 rs
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\ o
Data Set
Database: | System >

Last: | week 7

Data 100

v cPU % 90
~ 80
v services CPU % 70
¥ Memory % &0
 Disk Free % =

40
Show 0
! Averages 20

10 —
| Peak 0 — — =

Sat 00:00 Sun 0000 Mon 00:00 Tue 00:00 Wed 00:00 Thu 00:00 Fri 00:

®cPU%  ®servicesCPU% @ Memory% @ Disk Free %
ADC 9 8
9
9
n ||>l| n 9
9
9 8
8 8 8 9
Data Set
Database: | System it | o Update
Last: | week =
9
9
Data Set
Database: | Virtual Services - VS/RS: | Choose one of more VS/RS - | o Update

Last: | day

1921681.40:80
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Servers®

Data Set

Database

Last:

day

Real Servers

Real Servers

Real

- VS/RS | Choose one of more VS/RS

- T

192.168.1.40:80-192.168.1.125:8080
192168.1.40:80~192.168.1.119:8080

Data
1 CPU %

Services CPU %%
Memory %%
Disk Free %
Show
« Averages

Peak

100
90

Bytes Cached
Compression %%
Current Connections
Request Per Second
Cache Hits

Cache Hits %%

Show

Averages

Pealk

Data Data
Bytes In Bytesz In
Bytes Cut Bytes Out

Current Connections
Pool Size
Reguest Per Second

Response Time

Show

Averages

Peak

80 A
70+
B0 4
50 4
40 A
30 4
20 4

o : . .
10:16:45 10:16:50 10:16:54 10:16:58 10:17:02 10A07:068 100710 1010774 101718 1007:22 1007:26 101730 101734 1017:38 1007:42

® CPU %

® Services CPU %

@ Memory % @ Disk Free %
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Wa3C o

W3C

— + Download W3C Log

Download W3C Log

e e, -
w3c20200329-09.log

w3c20200329-08.log

w3c20200329-07.log

w3c20200329-06.log

w3c20200329-05.1og

w3c20200329-04. log -

& powions L0

W3C > ° W3C Web
IP 8 HTTP 8 8
9
W3C 9
9
9
> W3C °
9
ADC ADC
ADC Real ° ADC
DC 9 ADC

° W3C
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+ Compression Statistic
Content Compression to Date

EdgeADC-

Compression = 0%
Throughput Before Compression =0
Throughput After Compression =0
ADC
Overall Compression to Date
Compression = 0%
Throughput Before Compression = 1.93GB
Throughput After Compression = 193GB
Throughput From Cache =0
ADC
9
/
Total Input = 2.13GB
Total Output = 2.18GB
/ ADC
9
» Hits and Connections
Overall Hits Counted = 185033
Total Connection = 208194
Peak Connections =29
ADC
1 Hit 7 o
T TCP  °

Total

Input/s
Output/s

TCP

n

® 60-80%

Current Values

= 0%

7.32 Mbps (data)
7.32 Mbps (data)
0.00 Mbps (data)
14.64 Mbps (data)

9.10 Mbps
9.24 Mbps

kbps Mbps

95 Hits/sec
94 / 42 connections/sec

1 current connections

GET

Gbps
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TCP 9 ADC TCP 9
TCP 9 6/8 /[ °
TCP 6 TCP °
ADC TCP ° TCP 0
ADC 9 9
0 9
+ Caching
Content Caching Hits Bytes
From Cache = 0/0.0% = 0/0.0%
From Server = 495799 / 100.0% = 1.97 GB/100.0%
Cache Contents = 0 entries = 0/0.0%
° ADC 9 9
9 ADC 9 9
9 1 9 9
9 9 9
9 ADC 9
9 ADC 9
ADC 9
Hardware
Disk Usage = 22%
Memory Usage = 18.9%( 277.5MB of 1465.1MB)
CPU Usage = 11.0%
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2
9
9 ADC 9 ADC
2GB °
CPU
ADC CPU 9 °
>
ADC 9

- 4 Virtual Service Details

‘VP VS  Name Virtual Service Hits/s Cacho%l Comp % RS | Real Server Notes Conns Data Reg/s  Pool

- - 192.168.1.248:80 ~ ) 192.168.1.7:80 4.19Mb 23
192.168.1.251:80 ~ | 192.168.1.21:80 VS2 Serv...

192.168.1.254:80 192.168.1.21:80 VIP2 Serv...
ALB-X Total 11.60Mb 63

VS
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5 - 9
o Real 9
9
R 9
> IP
(VIP)
IP 9
/
7 9
ADC RAM 9
%
ADC 9
RS
VIP 9
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Conns ( )

Real

Reqg/Sec
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ADC nooo ADC 0

ADC 9 ADC
ADC ° ADC

> ADC 9 9

ADC 9

ADC 9
ADC UDP 9

=A =4 =4 =4 =4

Gratuitous ARP Active 9

Role

+ Cluster
Enable Edgensxus ADC to act as part of a Cluster, providing High Availability in Active-Passive mode - automatic synchronisation of appliances
Manual
Enable Edgenexus ADC to act in High Availability mode, either Active-Active or Active-Passive - manual configuration of appliance
Stand-alone
This Edgenexus ADC acts completely independently without high-availability

Settings

Failover Latency (ms): | 3500 = (43 Update

Management

Unclaimed Devices Priority Status Cluster Members
1 —t 192.168.1.220 EADC

ADC °
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Role

* Cluster
Enable ALB-X to act az part of 8 Cluster, providing High Availability in Active-Passive mode - automatic synchronization of appliances
Manual
Enable ALB-X to act in High Availability mode, either Active-Active or Active-Passive - manual configuration of appliance
Stand-alone
Thiz ALB acts completely independently without high-availability

1 ADC o
" " ADC 9

" IP 8 ALB 8 8
1 1 ADC
ADC °
ADC o
ADC ADC 9

= =4 =4 =4

o] -(NTP )

T[ 9

Role

) Cluster
Enable ALB-X to act az part of & Cluster, providing High Availability in Active-Pazsive mode - automatic synchronisation of appliances
Manual
Enable ALB-X to act in High Availability mode, either Active-Active or Active-Pazsive - manual configuration of appliance
Stand-alone
Thizs ALB acts completely independently without high-availability
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Change Role

Iﬁ

9 Switching to the Manual role will enable all
Virtual Services to become secondary.

Do you want to continue?

ok ] carca |

1 9 Primary

¢h Virtual Services

® copy Service Q Searct

Prlmi VIP Status  Service Statu Enabled

o L v

)l
1'[ 9

Change Role

Q Switching to Standalone role will disable all
Virtual Services.

Do you want to continue?

= =/ =4 =4

ADC
ADC

ADC

9

jetPACK

P 0

GUI
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T IP o IP o
q 9
o] MAC 9
0 9
ADC®
ADC ADC
o IP
9
Settings

Failover Latency (ms) | 3500 =

ADC ADC
9
10000ms 10 ° 1500
ms 20000ms o °
ADC 9
9 9
Management
Unclaimed Devices Priority Status Cluster Members
192.168.1.206 ALB-X 1 (2] 192.168.1.214 Navin-DM-722
ADC
1 ADC ADC >
9
1 ADC 1 ° ADC
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i ADC

S ADC
9
i ADC 9
ﬂ 9
Promote Unclaimed to Cluster
Do you want to promote "192.168.1.206 ALB-X'
from unclaimed to cluster?
1‘[ n 11} ADC g
i ADC 29
4 Management
Unclaimed Devices Priority Status Cluster Members
. 1 =] 192.168.1.214 Navin-DM-722
| 2 =) 192.168.1.206 ALB-X
ﬂ 9
1‘[ 9
4 Management
Unclaimed Devices Priority Status Cluster Members
. 1 7] 192.168.1.214 Navin-DM-722
| 2 e 192.168.1.206 ALB-X

ﬂ 9

1‘|’ n 11} 9

1 ADC 9

ADC
ADC o
1 ADC 1 ADC?
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q ADC 2 ADC
T ADC ADC
Priority Status Cluster Members
1 L 192.168.1.214 Navin-DM-722
| 2 “ 192.168.1.206 ALB-X |
V
ADC / ADC 9 SSL
9
Manual Date & Time
Time Zone: | UTC -

Current Date And Time: 30/03/2020 13:10:25

Set Date And Time: | 30/03/202( ~ | 13:10:23 -

ADC 9
1'[ 9
i ADC L 9
"Lon" - "Lon" o1
/
9
9
ﬂ 9
DD/MM/IYYYY
T hh: mm: ss 06:00:10 6 10 °
1'[ 9

01



utcC

NTP
NTP

Synchronise Date & Time (UTC)
Enabled:

Time Server URL: | time.gocgle.com
Update At [hh:mm]: | 06:00

Update Period [hours]: | 3

MNTP Type: | Public SMNTP wd

EdgeADC-

° NTP

i

URL

NTP P
FQDN

[hh:mm]

ADC NTP

[ P

NTP o

1 SNTP V4- NTP
1 NTP vl Over TCP- TCP
1 NTP vl Over UDP UDP

FQDN *

° RFC5905
NTP 9 RFC1059

NTP ¢ RFC1059

uTC 9

ADC
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Address

Send E-Mail Events To E-Mail Address:

Return E-Mail Address:

SMTP

Mail Server [SMTP]

Host Address
Port: | 25
Send Timeout: | 2
Use Authentication
Security’  none

Mail Server Account Name

EdgeADC-

e.g john.smith@mymail.com

e.g john.smith@mymail.com

8 9 SUPPORT@DOMAIN.COM?®

9 ADC@DOMAIN.COM®

SMTP 9

minutes

Mail Server Password: | blank = no change

= Test

SMTP IP

SMTP 9 SMTP 25 SSL 5879

SMTP 9 2

SMTP

SSL- SMTP
TLS- SMTP
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Enabled Notifications And Event Descriptions In Mail

IF Service Motice:
Virtual Service Notice:
Real Server Motice:

flightPATH:

Group MNotifications Together:

Grouped Mail Description:

Send Grouped Mail Every:

Servers

IP

« Enable All Event

Service started
Virtual Service started
Server contacted

flightPATH

Event notifications

30

ADC

EdgeADC-

minutes

Disable All Event

IP Services Alert: | Service stopped

Virtual Service Alert: | Virtual Service stopped

Real Server Alert: | Server not contactable

ADC

Real

VIP

ADC
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Enabled Warnings And Event Descriptions In Mail

W Disk Space Warning: | Disk near full
warn If Free Space Less Than: | 10 S

Licence Renewal Warning: | Licence renewal required

Update

CP s 0

" 9 ADC

Collect Data

Collect Data Every: | 1 = | Second(s) (1-60)

)l ADC o 1-60 9
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EdgeADC-

— Most Recent Update

Tue, 31 Mar 2020 08:28:09

.
z
(B eocior

— Delete
9 mn n mn n
ADC
9 11} n ADC 9
11} n 9
ADC 9
ADC 9 9

SaaS SaaS Software-as-a-

Service 9

9 9

MSP ADC VIP
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Licence Details

Licence I1D: EAS325D4-+
Machine ID: B 5
Issued To: edgeNEXUS
Contact Person: Greg Howett
Date Issued: 24 Nov 2020
Name: Sergey Box
ID ID ADC 9
pp Store 9
ID
ID ADC ethO IP ADC MAC
ID o ADC IP 9 9
ADC IP 9 HTTPs://edgenexus.io
9
ADC IP MAC D¢ MAC
ID IP 9
ADC ID 9
ID 9
ADC s
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Facilities

Layer 4: Permanent licence
Layer 7: Permanent licence
SSL: Permanent licence
Acceleration: Permanent licence
flightPATH: Permanent licence
Pre-Authentication: Permanent licence

Global Server Load-Balancing: Timed licence: 8 days(06 Apr 2020) Quote: S0E-FF43-379

Firewall: Timed licence: 8 days(06 Apr 2020) Quote: SOE-FF43-379

Throughput: 3 Gbps permanent licence Unlimited timed licence: 8 days{08 Apr 2020) Quote: SOE-FF43-379
Virtual Service IPs: 32 Virtual Service IPs permanent licence

Real Server IPs: 120 Real Server IPs permanent licence

ADC o ADC

Install Licence

Upload Licence: g Browse

Paste Licence: | Pleaze paste licence in here or upload the licence file above

Update
i Licence Service Information

1 0 Edgenexus

1 / ADC

! wa3C K °

W3C ADC W3C ° W3C Web
P s HTTP & 8
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° W3C 0 ASCII
9 # 9
0 HTTP FTP  °©

W3C Logging Details

wWa3C

WEC Logging Levels: | None @

W3C °

#Fields: time c-ip c-port s-ip method uri X-c-version x-r-version sc-status cs-bytes sr-bytes rs-bytes
sc-bytes x-percent time-taken x- round-trip-time cs  User-Agent x-sc Content-Type

9

9 9 #Fields: date time c-ip c-port cs-username s-ip s-port cs-method cs-uri-

stem cs-ur- -query sc-status cs(User-Agent) referer x-c-version x-r-version cs-bytes sr-bytes rs-bytes
sc-bytes x-percent time-taken x-roun-trip-time x-sc(Content-Type).

" o ° o #Fie
Ids: date time x-mil c-ip c-port cs-username s-ip s-port cs-host cs-method cs-uri-stem cs-ur-query sc-
status cs(User-Agent) referer x-c-version x-r-version cs-bytes sr-bytes rs-bytes sc-bytes x-percent
time -taken x-round-trip time x-sc(Content-Type) ©

9 9

o #Fields: c-ip c-port cs-username s-ip s-port x-xff x -xffcustom cs -host x-r-

ip x-r-port cs-method cs-uri-stem cs-uri-query sc-status cs(User-Agent) referer x-c-version x-r-version
cs-bytes sr-bytes rs-bytes sc-bytes x-percent time-taken x-round-trip-time x-trip-
imes(new,rcon,rgf,rgl,tgf,tql,rsf,tsf,tsl,dis,log) x-closed-by x-compress-action x-sc(Content-Type) x-
cache-action X-finish

W3C HTTP °

W3C FTP °
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#Fields: date time c-ip c-port s-ip s-port r-ip r-port cs-method cs-param sc-status sc-param
sr-method sr-param rs-status rs-param

#Fields: date time c-ip c-port s-ip s-port r-ip r-port cs-method cs-param cs-bytes sc-status
sc-param sc-bytes sr-method sr-param sr-bytes rs-status rs-param rs-bytes

#Fields: date time c-ip c-port s-ip s-port r-ip r-port cs-method cs-param cs-bytes sc-status
sc-param sc-bytes sr-method sr-param sr-bytes rs-status rs-param rs-bytes

W3C
IP 0
P o
XFF 0
XFF °
ADC W3C 9
9 n
" W3C W3C
W3C °
9
Syslog
Remote Syslog Server
Syslog 9
1 Syslog IP
)l
1 TCP UDP
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Remote Log Storage

Remote Log Storage
IP Address
Share Name: | w3c
Directory:
Username |:I

Password: | Blank=Mo Change I

W3C ADC @ 30% 0
SMB 9
W3C 0
9

Coll Col2

IP SMB P o 0 10.1.1.23
SMB 9 w3c®
SMB ° ° /log?®
SMB 9
SMB

= YYY-MM-DD GMT/UTC °

=HH:MM:SS HH:MM:SS.ZZZ (GMT/UTC) * -
Site

777 ° )

x-mil —

c-ip IP X-Forwarded-For
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c-port

X-Forwarded-For

CS-username

sHip

ALB

s-port

ALB

X-xff

X-Forwarded-For

x-xffcustom

X-Forwarded-For

cs-host

X-r-ip

Real IP

X-r-port

CS-

HTTP *

cs-uri-stem

cs-uri-query

uri

HTTP

cs(User-Agent)

User-Agent

X-c-version

HTTP

X-r-version

- HTTP

cs-bytes

sr-bytes

Real

rs-bytes

Real

x-percent

*=100*(1-  /

x-trip-times
pcon

acon




EdgeADC-

tgf

tql

rsl

tsf

tsl

x-round-trip-time

ALB

x-closed-by

X-compress-
action

x-sc(Content-
Type)

x-cache-action

x-finish

|7 # Clear Log Files

Log Type: -

ADC 9

ADC
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+ Basic Setup

ALB Name: ‘ ALB-X ‘ o Update
IPv4 Gateway: ‘ 192.168.1.254 ‘ DNS Server 1: | 192.168.1.254 DNS Server 2: l:l

IPvE Gateway: ‘ ‘
ALB
ADC 9 9 "
" 9
IPv4
IPv4 Gateway: | 192.168.3.1 ‘ <
IPv4 o °
o P
9

IPv6

IPv6 o °

o P
9
DNS 1 DNS 2
DNS IPv4 9
ADC o 9
o A Details
© _remove v
Adapter VLAN IP Address Subnet Mask Gateway RP Filter Description Web Consocle REST
etho 1921681.M 255.255255.0 ~ Green side o I
9 -
9
\N/'-A VLAN
ID° VLAN 9 VLAN
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IP P o 1P IPv4
32 ° 192.168.101.2
9 IPv4 32 9
255.255.255.0
9 ADC
9 ADC
9
9 9
ADC o
9
Web Console Web
Console o
Web Console? set
greenside 9 ethO o
9
9
+ Interfaces
ETH Type Status Speed Duplex Bonding

ethO O auto auto none
ethi [w) auto auto none
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ETH 9 9 ETHO

EEEE,

10/100/1000/AUTO  °

ADC Bonding eth0 ethl
bond0 ¢ o

ADC °

Bond Name Bond Mode

bondo 802.3ad ~|
bal;nce:n
active-backup
balance-xor
broadcast
802.3ad
balance-tib
balance-alb
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ethO8 ethl eth2

+ Interfaces
BT

ETH Type
ethd
ethl

Status

EdgeADC-

bondO

Speed
auto
auto

9  EthO

Duplex
auto
auto

Bonding
none

| none|

||

none

I bond0

ree

MAC

MAC

XOR

MAC

802
.3a
d9

802.3ad

bala
nce-
tlb

MAC

alb TLB [IPV4

9 9

rlb

ARP

ARP
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9 ADC

Static Route

1011764 Fe— 1921681254 Gateway 2552552550 = | etho Adapter " 6 pe
9
1 9
9 123.123.123.5
IPv4 9 10.4.8.1
9 255.255.255.0
° eth1®

° 9

ADC o

Static Route Details

Destination Gateway Mask Flags Metric Ref Use Adapter

255.255.255.255 9.8.8.9 255.255.255.255 UH 2] 2 0 ethe

192.168.1.@ 9.8.8.8 255.255.255.8 u 2] L2} 8 ethd

172.31.8.8 8.9.8.8 255.255.8.8 u 2] L} © dockera

169.254.0.@ 9.2.8.8 255.255.8.8 u 1ee2 2 0 ethe

8.8.8.8 192.168.1.254 8.8.0.8 UG @ L2} 8 ethe

Kernel IPvé routing table

L " = Meimio meg

Advanced Network Setting

Server Nagle: ||

Client Nagle: [
Nagle

Nagle TCP/IP

NAGLE
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Nagle

Nagle 9 Server
Nagle TCP/IP 9
° Nagle ACK o

Nagle
Nagle ° 9

SNAT

SNAT

Interface Source IP Source Port Destination IP Destination Port Protocol SNAT to IP SNAT to Port Notes
eth0 104652 80 10.46.89 90 tcp

SNAT SNAT °  EdgeADC
SNAT 0
VIP VIP IPe P 81.
71.61.51 VIP 0
SNAT P VIP SNAT IP 9 SNAT
4 7 5
P P / P o
P 1 0 124 255.255.255.0
9
P P / P o
P 1 0 124 255.255.25
5.09

o ® 80 5900:5905°

° 9 80 5900:5905°

SNAT 9

SNA  gNAT IP IP P o 9 10.0.0.1 10.0.0.1-10.0.0.3°
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?NA SNAT
to
Port ° 9 80 5900-59059

)® Syslog 9

ADC ADC 9

Restart

Click the Restart button to quickly stop and start eszential jstNEXUS ALB zervices.

Warning - This will cauze a brief break in current connections.

Software Version 4.2.8 (Build 1831) 31329

Reboot

Click the Reboot button to re-initialise all jetNEXUS ALB services

Warning - This will suspend your Connections and Services for about 2 minutes.

; ADC o

Power Off

Click the Power off button to completely halt jetNEXUS ALB.

Warning - This will suspend your Connsctions and Services and require a hardwars power on

" ADC 9
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9 REST API
SSH
ss:,acure Shell Remote Conn: W]
SSH ADC 9 "Putty
" 9
T
SSL
9 ADC 9 ADC
SSL 9
TCP
4439 °
REST API
REST API RESTful
API REST ADC ADC 9 REST
- 9
IP Address: | 192.168.1.11 #
RES REST
.
API ° REST o Cog
SSL REST 9 ADC 9
REST 9 443 9
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IP REST P e Cog REST
9
REST °
REST API
REST API jetAPI | 4.2.3 | jetNEXUS | SwaggerHub
Swagger 9
jetNEXUSREST API 9
CURL GUID?
1

curl -k HTTPs://<rest ipPOST/32H "ConteniType: application/jsorX POSTd '{"<rest username>": "<password>"}
)l

{"Loginstatus": "OK", "Username":"<rest username>", "GUID":"<guid>"}.

)l
o GUID 24

1

curl -k HTTPs://<rest ig8ET/39GET-b 'GUID=<guid;>

SNMP
SNMP ADC SNMP
MIB?® MIB SNMP 9
SNMP
SNMP v1/ V1/V2C MIB®
V2C
SNMP v1 RFG1157 9 SNMP V2c RFG1901-1908¢°
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SNMP v3 V3 MIB® RFG3411-3418°

V3 admin?®
-snmpwalk v3 -u admin -A jetnexus -l authNoPriv 192.168.1.11 1.3.6.1.4.1.38370

SNMP ° jetnexus
SNMP v3 8 Aa-Zz 0-
99 jetnexus?®

SNMP MIB

SNMP MIB ° MIB

OID @ OID SNMP 9
MIB

MIB o

ADCOID
ROOT OID

iso.org.dod.internet.private.enterprise = .1.3.6.1.4.1
OIDs

............ 38370 jetnexusMIB
.1 jetnexusData(1.3.6.1.4.1.3837Q)

.1ljetnexusGlobal (1.3.6.1.4.1.38370.1)

.2 jetnexusVirtualServiced .3.6.1.4.1.38370.2)

.3jetnexusServers (1.3.6.1.4.1.38370.%)

.1jetnexusGlobal 1.3.6.1.4.1.38370.1 °

.1jetnexusOverallinputBytes (1.3.6.1.4.1.38370.1.1.0)
.2 jetnexusOverallOut@gtes  (1.3.6.1.4.1.38370.1.2.0)
.3 jetnexusCompressedinputBytds3.6.1.4.1.38370.1.2.0)
.4 jetnexusCompressedOutputBytes  (1.3.6.1.4.1.38370.1.4.0)
.5 jetnexusVersioninfo (1.3.6.1.4.1.38370.1.4.0)
.6 jetnexusTotalClientConnectiofis3.6.1.4.1.38370.1.4.0)
.7 jetnexusCpuPercent(1.3.6.1.4.1.38370.1.7.0)
.8 jetnexusDiskFreePercent  (1.3.6.1.4.1.38370.1.2.0)
.9 jetnexusMemoryPercent (1.3.6.1.4.1.38370.1.9.0)
.10jetnexusCurrentConnectiong1.3.6.1.4.1.38370.1.10.0)

.2 jetnexusVirtualServices (1.3.6.1.4.1.38370.2)
.1jnvirtualserviceEntry(1.3.6.1.4.1.38370.1.2)

.1 jnvirtualservicelndexvirtualservicél.3.6.1.4.1.38370.1.2.1)
.2 jnvirtualserviceVSAddrPort (1.3.6.1.4.1.38370.1.29)
.3 jnvirtualserviceOverallinputBytes(1.3.6.1.4.1.38370.1.2.3)
.4 jnvirtualserviceOverallOutputByt€$.3.6.1.4.1.38370.1.24)
.5 jnvirtualserviceCacheBytes (1.3.6.1.4.1.38370.1.25)
.6 jnvirtualserviceCompressionPerc@n8.6.1.4.138370.1.2.16)
.7 jnvirtualservicePresentClientConnections(1.3.6.1.4.1.38370.1.2.7)
.8 jnvirtualserviceHitCount(1.3.6.1.4.1.38370.1.28)
.9 jnvirtualserviceCacheHitgl.3.6.1.4.1.38370.1.29)
.10 jnvirtualserviceCacheHitsPerceljt.3.6.1.4.1.38370.1.2.10)
.11 jnvirtualserviceVSStatusl .3.6.1.4.1.38370.1.11 °
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.3 jetnexusRealServers
.1jnrealserverEntry

(1.3.6.1.4.1.38370.3)
(1.3.6.1.4.1.38370.1.5)

.1 jnrealserverindexVirtualService (1.3.6.1.4.1.38370.1.31)

.2 jnrealserverindexRealServer

(1.3.6.1.4.1.38370.1.832)

.3jnrealserverChAddrPort (1.3.6.1.4.1.38370.1.8.3)
.4 jnrealserverCSAddrPort(1.3.6.1.4.1.38370.1.84)

.5 jnrealserverOverallinputBytes

(1.3.6.1.4.1.38370.1.85)

.6 jnrealserverOverallOutputBytes (1.3.6.1.4.1.38370.1.38.6)
.7 jnrealserverCompressionPercent(1.3.6.1.4.1.38370.1.87)

.8 jnrealserverPresentClientConnections

(1.3.6.1.4.1.38370.1.38)

.9 jnrealserverPoolUsage (1.3.6.1.4.1.38370.1.39)
.10jnrealserverHitCount (1.3.6.1.4.1.38370.1.310)
.11 jnrealserverRSStatus1.3.6.1.4.1.38370.1.11 °

MIB ° Zabbix
OID °
Prod-ALB-01: Global CPU - Mem - DiskFree % (1h) Prod-ALB-01: Virtual Server 3 - Caching & Compression % (1h)
80 e SR R 40
60 et
40 20
» e v il -
L ANACA P A AW A MANNYNL i W
i g8 3 2 8 ’ 8 388 g8
e z mE ”
8 S S 3
A & -] A
last  min avg max last  min avg max
HCPU% [avg) 9 5 10.85 35 M Virtual Server 3 - Compression%  [avg) 0 0 0 0
@ Disk Free%  [avg] 77 77 77 77 @ Virtual Server 3 - Caching Hits % [ava) 38 3 21.96 38
W Memory % [aval 5 5 S 5
Prod-ALB-01: Virtual Server 3 - Real Server Current Connections (1h)
Prod-ALB-01: Virtual Server 3 - Overall In Out Bytes (1h) 8
165 MBytes 6
160 MBytes i o 4 -
155 MBytes ORI  _ nceeool 2 10N
150 MBytes | e 0 4
145 MBytes 4 8 28
o W W MO NT VOO NTWV OO NYT VOO NY E RO NT VOO o |
8 28823322 RASS8RSS R SY3ISSAhnmin 8 G
S AR B PG IO RO R B 0 80 B0 G B0 B B b i s R R 3
e e g
last min a B Virtual Server 3 Real Server 1 - Current Connections
M Virtual Server 3 Overall Input Bytes  [avg]  162.37 MBytes  148.91 MBytes 15524 M =x:gﬂg: ggg :3;::: 2?”"2: Z gﬂ::ﬁ gﬁ:xﬁ:&:
M Virtual Server 3 Overall Output Bytes  [avg] 162.33 MBytes 150.32 MBytes 156.01 M B Virtual Server 3 Real Server 3 - Current Connections
ADC ADC ° ADC
9
ADC admin 9 admin jetnexus?
8 ADC
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.+ Users

CICT CHEETN CRNCTE

Type Name

Hh admin

Group
admin

New Password: | § or more letters and numbx¢
Confirm Password: | 6 or more Istters and numbs

Group Membership: || Admin
(] GUI Read Write

[ GUI Read
[ ssH
] API

Add-Ons

T R
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q 1
q 32
1
1
1
1 6
q 32
1
|
1
£,%&,<,>

9
1 -
T GuUI - GUI GUI 9
1 GuUI - GUI 9
f SSH-

ADC
 API-
SOAP REST 9 REST 42.1
H/A ADC
"admin
9 9
9
ADC
ADC 9
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22

9
1'[ 9
1'[ 9
ADC ADC o 50 9
9 9

+ Audit Log
Date/Time Username Section Action
01:04:28 Thu 28 May 2015 admin Network from [, 0.0.0.0,0.0.0.0,192.168.1.1,0,]to [] -
01:02:27 Thu 28 May 2015 admin error ERROR:Subnet 192.168.1.214 must not overlap with subnet 192.168.1.215 ! I
01:02:27 Thu 28 May 2015 admin Address [Green side . 192.168.1.214/255.255.255.0,Red Side . 192.168.1.215/255.255.25... 5
00:54:48 Thu 28 May 2015 admin error Invalid uploaded licence format.
00:39:57 Thu 28 May 2015 admin IghtPATH blel$, , Detall=, Value=
00:39:57 Thu 28 May 2015 admin flightPATH Action 1 Action=use_server, Target=192.168.0.75, Value=
00:39:57 Thu 28 May 2015 admin ightPATH Condi 1C i ‘ , Check=exist, Match=, Value= -
o vew
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# Confi ion

Browse for config file or jetPACK. Click upload to apply. 14 Browse

& Upload Config Or jetPACK
& Download Configuration
ADC °
9
Jetpacks Edgenexus °
ADC?
Notepad++ VI
ADC
1 ADC °
1 .conf 9
1‘[ 9
1 Notepad++°
1 .conf 9
1 " Jetpack " 9
1 ADC 9
1‘[ 9
JetPACK
1 JetPACK °
1 jetPACK TCP Microsoft Exchange Microsoft
Lync °
o] jetPACK?
1 jetPACK.txt o
ﬂ 9
1‘[ 9
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ﬂ 9
1 Microsoft Lync

SSL

HostCache Timer

HostCache Timer (s): | 1 =

Host Cache
Timer IP

Drain

Crain Clears Presistence:

Drain
Drain
SSL
SSL
SSL Cryptographic Library: | Open SSL -
SSL ° ADC
9

HTTP °

SSL

Real IP

Drain

OpenSSlLe
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Server Too Busy
Server Too Busy:

Freview Server Too Busy: Click Here

Upload Server Too Busy: [* Browse

base64
i HTM L

Forwarded For:

Forwarded-For Qutput: | Add Address -

Forwarded-For Header: | X-Forwarded-For

ADC °

ADC IP

ADC IP °

ADC IP

ADC IP °

9 "X-Forwarded-

For" °
IS -

s 64 X-Forwarded-For 9

Forwarded-For 9
X-Forwarded-For®
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HTTP://www.iis.net/learn/extensions/advanced -logging-module/advanced -logging-for-iis-custom -
logging

Apache HTTPd.conf

X-Forwarded-For IP X-Forwarded-
For IP 9
9
° "%h %l %u %t %>s %b %{Referatdl}i%{Referatorfi ""%{UserAgent}i""
° "%{XForwarded-For}i %l %u %t'%N" %>s %b"%{Referi""%{UserAgent}i"" SetEnvlf
X- Forwarded-For "~ A > *\ *" 9
° "logs/access_log" env=Iforwarded
9 "logs/access_log" proxy env=forwarded
Apache 9
1 1 °
1 2 X-Forwarded-
For %h " "9
1 3 "forwarded
" IP X-
Forwarded-For IP 9
1 3 9" X-Forwarded-For 9"
1 4 5 Apache 9 X-Forwarded-For "
) ° 4 5 Apache piped
9
IP °
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HTTP

HTTP Compression Settings

Initial Thread Memory [KB]: | 128

Maximum Thread Memory [KE]: | 99999

A ||k [4p

Increment Memory [KEBI. | O
(0 to double)}

1k

Minimum Compression Size [Bytes]: | 200

Safe Mode:
Dizable Compression:

Cornpress As You Go: | By Page Request -

P o
- ADC 9
ADC S
HTML °
[
KB]
ADC 9 ADC
° ADC 9
[
KB]
9 9
[ 128Kb 256Kb 512Kb ADC
KB] .
9 128Kb 1Mb 9
2Mb  10Mb 1Mb
1Mb 9
ADC 9 20
0 9
[
]
ADC JavaScript 9 ADC
HTTP/1.1
JavaScript® JavaScript
9 9
ADC 9
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ON -

OFF- o
By Page Request- " "9

+ Global Compression Exclusions

Current Exclusions:

9
1'[ 9
1'[ 9
1-[ ny CSS" 9
1'[ 9
ADC 9
ALB Software Upgrade Details
Uzer Mame: admin ALB Location: Altrincham, United Kingdom
Machine ID: S0E-FF4 Support Expiry: 2021-03-24
Licence ID; {CIESOCAI-G155-4E6%- ) Support Type: Premium
Licence Expiry: 2021-03-24 Current Software Version: 4.2.6 (Build 1831) 3j1329
c Refresh To View Available Software
9
9 9

We have successfully connected to Cloud Services Manager to retrieve your Software Update Details
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Edgenexus g ADC

-- --Ping
IP - appstore.edgenexus.io

"ping: unknown host appstore.edgenexus.io."

=A =4 =4 =4 =4

ADC

Download From Cloud

Code Name Release Date Version Build Release Notes Notes

ALB-X Version 42.0 - Not for 4.1 2018-09-21 420 1727 Qur Next Big Feature Please DO NOT purchase this apg
jetNEXUS ALB-X Version 414 2018-09-21 414 1653 Carbon SP3 4.2.4 jetNEXUS ALB-X Accelerating Lo
OWASP Core Rule Set 3.0.2 Upda... 2018-10-28 3.02140. jeiNEXUS The OWASP CRS isa The OWASP CRS is a set of web i
Curl Update 7.50.3 2018-09-21 7.503 JetNEXUS This software update This software update is a pre-req
Disable CBC mode Ciphers and W_. 2017-03-14 10 JetNEXUS This software update This software update disables CB
ALB-X Version 4.2.1 - Not for 4.1.x... 2017-08-23 421 1734 Click here for release Please DO NOT purchase this apr
ALB-X Version 4.2.2 - Not for 41x... 2017-08-23 422 1745 Click here for release Please DO NOT purchase this apr ~

& Download Selected Software To ALB
9

1 " ALB® "
1 ALB " ALB "

ADC o

ALB ADC build1734-3236-v4.2.1-Sprint2-update-64.software.alb

ALB

Upload Software To ALB

Software Werzion: 4.2.8 (Build 1831) 31329

Browse for software file then click upload to apply. g Browse

—

<apptype>.alb App 9

<appname>flightpath.alb
<appname>.monitor.alb
<appnhame>.jetpack.alb
<appname>.addons.alb

o O O O
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0 <appname>.featurepack.alb

> 9
9
+ Upload Software To ALB
Software Verzion: 4.2.6 (Build 1831) 31322
Browse for software file then click upload to apply. cad Browse

— CEETTT

il <softwarename>.software.alb ®
i " ALB "

ALB

& Apply Soft.
Image Code Name Release Date Version Build Notes
e JEtNEXUS ALB V427 2021-04-28 427 (Buildie20) build1890-7054-v4 2 7-Sprintz-update-64
JEtNEXUS ALBv427 2021-03-30 build1889-6977-v4 2 7-Sprint2-update-64.
e JEtNEXUS ALB v426 2020-09-03 426 (Build1860) build1860-6247-v4 26-Sprint2-update-64
& Apply Selected Software Update

ALB 9 Web

ALB ALB °
OWASP °

=A =4 =4 =4

+ Support Fil
Time Frame: ‘ 3 days - |
& Download Support Files

ADC ADC
.dat 9

1 9 3 87 814 9

WAF

125|
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Trace

Nodes To Trace: | your IP -
Connections:
Cache:
Data:
flightPATH: -
Server Monitoring: W
Monitering Unreachable:
Auto-Stop Records: | 1000000 -
Auto-Stop Duration: | 00:10:00

Purpose:
@. Stop

Download

[¢3

Clear

i

.dat

Trace:
Trace:
Trace:
Trace:
Trace:
Trace:
Trace:
Trace:
Trace:
Trace:
Trace:
Trace:
Trace:
Trace:
Trace:
Trace:
Trace:

EdgeADC-

SupportjetNEXUSyymmddhh-NAME.dat 9

9

----- trace started for Monitoring -----

Monitoring:
Monitoring:
Monitoring:
Monitoring:
Monitoring:
Monitoring:
Monitoring:
Monitoring:
Monitoring:
Monitoring:
Monitoring:
Monitoring:
Monitoring:
Monitoring:
Monitoring:
Monitoring:

Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:
Success:

Connect:
Connect:
Connect:
Connect:
Connect:
Connect:
Connect:
Connect:
Connect:
Connect:
Connect:
Connect:
Connect:
Connect:
Connect:
Connect:

192.168.1.40:80 192168 1.119:8080 Connected in Ims
192.168.1.40:80 192168 1.125:8080 Connected in 2ms
192.168.1.40:80 192168 1.125:8080 Connected in 2ms
192.168.1.40:80 192168 1.119:8080 Connected in Ims
192.168.1.40:80 192168 .1.125:8080 Connected in Ims
192.168.1.40:80 192168 1.119:8080 Connected in Ims
192.168.1.40:80 192168 1.119:8080 Connected in 9ms
192.168.1.40:80 192168 .1.125:8080 Connected in 14ms
192.168.1.40:80 192168 1.125:8080 Connected in 2ms
192.168.1.40:80 192168 1.119:8080 Connected in 3ms
192.168.1.40:30 192168 1.119:8080 Connected in 2ms
192.168.1.40:80 192168 1.125:8080 Connected in 3ms
192.168.1.40:80 192168 1.125:8080 Connected in 3ms
192.168.1.40:30 192168 1.119:8080 Connected in 2ms
192.168.1.40:80 192168 .1.125:8080 Connected in Oms
192.168.1.40:80 192168 .1.119:8080 Connected in Oms

Full results can be obtained using download

GUI

P

ADC

flightPATH

flightPATH

flightPATH

ADC

1,000,000
ADC °

Trace
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10
ADC °

Trace

syslog

Trace.log

Ping

— ~ Ping

Ping Results: | PING 192.168.1.125 (192.168.1.125) 56(84) bytes of data.

64 bytes from 122.168.1.125: icmp_seqg=1 ttI=64 time=0.914 ms
64 bytes from 192.168.1.125: icmp_seg=2 ttI=64 time=0.340 ms
64 bytes from 192.168.1.125: icmp_seq=3 ttl=64 time=0.362 ms
64 bytes from 192.168.1.125: icmp_seq=4 ttI=64 time=0.565 ms

--- 192.168.1.125 ping statistics -—-
4 packets transmitted, 4 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 0.340,/0.545/0.814/0.230 ms

DNS
DNS ° "Ping "

IPv6

9

DNS

"Ping

1 DNS

— & Capture

1

Adapter: | any

Packets: | 999999

1k

i

Duration[Sec]: | 2

Address: | 192.168.1.40

E Generate
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"[etNEXUS.cap.gz®

Wireshark

ethO ethl® "any "
° 99999
9 15 o GUI
|P 9 9
10MB?®
9
o jetPACK
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JetPACK

jetPACKs ADC °
ADC ° jetPACKs  flightPATH f
lightPATH 0 flightPATH °

JetPACK

q jetPACK jetPACK IP ° jetPAC
K IP 1.1.1.19
1 jetPACK GUI IP Notepad++ jetPAC
K IP 1.1.1.19
1 jetPACK 2 IP 127.1.1.1 127.2.2.2 o
++ 9

1 jetPACK jetPACK-VIP-Application.txt 9

Exchange

F.
—
o

jetPACK Microsoft Exchange o 2
2010 o flightPATH HTTP o Outlook
HTTPS o flightPAT 7

jetPACK o 4

>
@)
X

Hll
=

010

m‘H
ull:
o K
I

RE
©

P 1111

° 80, 443, 135,
59534, 59535
9 127.1.11

127.2.2.2
flightPATH:
HTTP HTTPS

O N
o
—

F'
—
o

25 SMT 9 2
P 9 SMTP ALB-X IP° 9 Outlook

9

>
@)
~

gy
gy
N

4
P 1111

m
X
(9]

0
QD
5
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ge- 9 80, 443, 135,
201 59534, 59535,
& 25 o
SM
TP- ° 127.1.1.1
RP 127.2.2.2
flightPATH:
HTTP HTTPS
jetP jetPACK SMTP o 2
ACK
_ o SMTP P ° QOutlook
11. jetPACK?® 7 °
1.3- A
Exc
han P 1.1.1.1
ge- .
201 80, 443, 135,
0- 59534, 59535,
SM 25 °
E—FS"R s 127.1.1.1
== 127.2.2.2
flightPATH:
HTTP HTTPs
201 iAeLCPK HTTP HTTPS 1 VIP o
3
_ CPU  * o OWAs EWS O
2.2. VIP A8 EAS ECP OAB ADS
2'_1_ 9 7 9
Exc
han P 2221
ge- ° 80, 443
201
3% ° 127.1.1.1
} flightPATH:
Res HTTP HTTPS
ourc
e
jetP 1= 9
ACK
_ o DNS s OWA EWS OA
2.2, owa.jetnexus.com® ews.jetnexus.com 9 ¢ EAS ECP® OAB® ADS
3.1- MAPI PowerShell 7
Exc 9
han
ge- P 2231 2232
201 2233 2234 2235
3- 2236 2237 2238 2.
Med 239 2.23.10
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- ° 80, 443
Res
ourc ° 127.1.1.1
e 127.2.2.2
flightPATH:
HTTP HTTPs
jetP jetPACK P °
ACK _
) flightPATH s OWAt EWS OA
2.2, 9 jetPACK CPU 8 EAS ECPP OAB* ADS?
2.3 . MAPI PowerShell 7
Exc 9
han
a2 P 2223
013- ° 80, 443, 1, 2,
;'—'g 3,456 7
Res ° 127.1.1.1
ourc 127.2.2.2
e flightPATH:
HTTP HTTPS

Lync 2010/2013

jetPACK-3.3.3.1-Lync-ReverseProxy jetPACK-3.3.3.2-Lync-Front -End

HTTP SSL

jetPACK-4.4.4.1-Web-HTTP jetPACK-4.4.4.2-Web-SSL Offload

jetPACK-5.5.5.1-Remote-Desktop

DICOM-

jetPACK-6.6.6.1-DICOM
e-Business

SSL
jetPACK-7.7.7.1-Oracle-EBS

VMware Horizon View

-SSL
jetPACK-8.8.8.1-View-SSL-Offload

1 GuUI 443 - jetPACK GUI

jetPACK-3.3.3.3-Lync-Edge-Internal  jetPACK-3.3.3.4-Lync-Edge-External

SSL SSL
jetPACK-4.4.4.3\Web-SSL-Re- jetPACK-4.4.4.4-\Web-SSL
Encryption Passthrough

-SSL
jetPACK-8.8.8.2-View-SSL-Re-encryption

27376 443° HTTPs:/IX.X.X.X
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GUI 1 -GuUl 20 9 1
ARP 10 -
HA ARP °

16MB - 2MB?® 16MB

_ n " 9

o] = ALL:RC4+RSA:+RC4.+HIGH:!DE=BC3-SHA:!SSLv2:!ADH:!EXP:!ADHexport:!MD5

_ n " 9

o] = ECDHERSAAES128SHA256:AES128GCM-
SHA256:RC4:HIGH: MDS5: aNULL: EDH
SSLv3- " SSLv3" °

0] = ECDHERSAAES128SHA256:AES128GCM-
SHA256:HIGH: MD5: aNULL: EDH: RCA4
No SSLv3 no TLSv1 No RC4 "No-TLSv1 No-SSLv3 NoRC4
" 9
0] = ECDHERSAAES128SHA256:AES128GCM-
SHA256:HIGH: MD5: aNULL: EDH: RC4
NO_TLSv1.1- "NO_TLSv1.1" 9
0 =
ECDH+AESGCM:DH+AESGCM:ECDH+AES256:DH+AES256:ECDH+AES128:DH+AES:RSA+AE
SGCM:RSA+AES:HIGH: 3DES: aNULL: MDS5: DSS: MD5: aNULL: EDH: RC4

X-Content-Type-Options - "nosniff" -
"MIME-Sniffing"®
X-Frame-Options - "SAMEORIGIN®
9
X-XSSProtection - "1; mode=block" -
9
Strict-Transport-Security - "max-age=31536000 ;
includeSubdomains" - HTTPs:// o
JetPACK
jetPACK IP jetPACK®
IP 9 GUI °
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q >
1
i jetPACK
i jetPACK
1
T
JetPACK
jetPACK 9
9
i ALB-X 9
0]
(0]
0]
1 Notepad++
1 txt "yourname-jetPACKL1.txt"
1 "yourname-jetPACK1.txt"
)l
jetPACK jetPACK # Jetpack®
/ 9
0O ¢
# jetpack
jetPACK
1 o
[letnexusdaemon]
9
9
9
ConnectionTimeout=600000
TCP 9 TCP 10
CustomTimer=20000
DICOM
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jnCookieHeader="M&SMAN"
cookie "inAccel " "MS-WSMAN'™ Lync
2010/2013 °

2 9
[ietnexusdaemoitsmRules]®

web 9

[ietnexusdaemoitsmRules0]®

=II 1rﬂ
="CheckResponse"

Url="HTTPR//demao.jetneus.com/healthcheck/healthcheck.html”
3 9
[iletnexusdaemothocallnterface]

P 9 9 flightPA
TH 5

[iletnexusdaemot.ocallnterface?]
1. 1=rf 443
1.2=rf104
1.3m°80
1. 47p°81

=1
Netmask="255.255.25%j0
PrimaryV2="{A28B2CGAFFcAA7CAADIAS5C32A9E913}"

[letnexusdaemoihocalinterfacel.2]
1=">"" "™ 2000,"
2="192.168.101.11:80,Y,"' IS WWW  1nf"
3="192.168.101.12:80,Y," IS WWW  2nf"
AddressResolution=0

=0
CertificateName="default"

ClientCertificateName='SSL"

=1
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DSR=0
DSRProto="tcp"

=1
LoadBalancePolicy="CookieBased"

=10000

="1rf

HTTP"

ServiceDesc=" VIP"
SNAT=0
SSL=1
SSLClient=0
SSLinternalPort=27400
[letnexusdaemot.ocallnterfacel-Path]®
1=hj6
4 9
[iletnexusdaemotPathp

flightPATH o
fightPATH  "6"

9
[[etnexusdaemoirath6] ©
Desc=" HTTPS"

="Gary HTTPS"

[iletnexusdaemotPath6-Conditionl] ©

="/secure/"

[[ethexusdaemoirath6-Evaluatel] ©

="$host$"[jetnexusdaemedpath6-Functionl]
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"HTTPs://$host$$path$Squerystring$"

EdgeADC-
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flightPATH
flightPATH
flightPATH Edgenexus HTTP HTTPS 9
9
flightPATH IP IP flightPATH HTTP 9
IP flightPATH o
flightPATH o
flightPATH 9
9
9

flightPATH
flightPATH HTTP °
" " Perl RegEx o

RegEXx https://www.regexbuddy.com/regex.html @

9
< > HTML " o"
GEO P ISO 3166 9 GEO GB GEO
URL www.mywebsite.com  192.168.1.1
language HTTP 9
HTTP GET POST °

I X-Forwarded- =2 P 0

P for  XFF Origin - ® 10.1\.2* 10.1.2.0 /24
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10.1\.2.3]10.1\.2.4 | P o

/mywebsite/index.asp

POST

"Best=jetNEXUS" Best e
dgeNEXUS

cookie gl

MS-WSMAN=afYfn1CDqqCDqUD::

HTTP

Referrer, UserAgent, From, Date

HTTP

http/1.0  http/1.1

HTTP

200 OK, 304 Not Modified

cookie

MS-WSMAN=afYfn1CDqqCDqUD::

HTTP

Referrer, UserAgent, From, Date

HTTP

http/1.0  http/1.1

IPs IP

IPs IPs [ P

RegEX 10\.2\.
2\.3 10.1.2.3

: text/plain

Accept-Encoding: <compress |
gzip | deflate | sdch | identity
>9

Accept-Language: enUS
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- . bytes

HTTP

° Basic

QWxhZGRpbjpvcGVuUlHNIc2Ft
7Z0==

Content-Encoding: gzip

- 8 9

- : 348

- mime POST PUT 0

Content-Type: application/x -
www -form -urlencoded

Set-Cookie HTTP
cookie 0

Cookie: $Version=1; Skin=new;

Date = "Date" ":" HTTRdate

ETag

ETag® "aed6bdb8e090cd1:0"

: user@example.com

- 304 0

If-Modified -Since: Sat, 29 Oct
1994 19:43:31 GMT

RFC 2822

9 Tue, 15 Nov 1994
12:45:26 GMT

Pragma: no-cache

HTTP://lwww.edgenexus.io

9 Apache/2.4.1 (Unix)

HTTP cookie

Set-Cookie:UserID=JohnDoe;
Max-Age=3600; Version=1

9 Mozilla/5.0
(compatible; MSIE 9.0;
Windows NT 6.1; WOW64;
Trident/5.0)

9

E-Powered- ASP.NEB PHP® JBoss
y

X-Powered-By:PHP/5.4.0
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/ 9 - -
woom - Does - Start - /secure
woow 9 Path - Does - End - .jpg
www.jetnexus.com
- - -16
www.jetnexus.com = TRUE
www.jetnexus.co.uk = FALSE
RegEXx Perl IP - - Regex-10\.* |

11\.*

4 Condition

Condition Maich Sense Check Value

Request Header Does Contain image

Equal

www.imag E‘pD!:Il .com

Variable Source Detail Value
‘ Svariablels ” Select a New Source = Select or Type a New Detail ” Type a New Value
9
9
l ° $ o $variablel$
1'[ 9
1 9 9 Source=Request Header User-Agent
l

9 9
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0 =$method$
0 = $path$
0 Querystring = $querystring$
0 Sourceip = $sourceip$
0 "200 OK" = $resp$
0 =$host$
0 = $version$
0 = $clientport$
o Clientip = $clientip$
0 =$geolocation$"
9
= 302
0 = HTTPs://$host$/404.html
0 = $sourceip$:$sourceport$ $path$
9
404
404.html®
syslog " 154.3.22.14:3454 wrong.html
cookie MS-
WSMAN=afYfn1CDggqCDqUD::
MS-
WSMAN afYfn1CDqqCDquUD?
URL www.mywebsite.com  192.168.1.1
Language HTTP o
9
HTTP GET POST
/mywebsite/index.html
POST
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"Best=jetNEXUS" Best
edgeNEXUS

HTTP://server/path/program?query_str

Referrer, UserAgent, From, Date...

Referrer, UserAgent, From, Date...

HTTP

HTTP/1.0 HTTP/1.1

: text/plain

Accept-Encoding: <compress |
gzip | deflate | sdch | identity
>9

Accept-Language: enUS

- . bytes

HTTP

° Basic

QWxhZGRpbjpvcGVulHNIc2Ft
Z0==

Content-Encoding: gzip

- 8 9

- 1348

- mime POST PUT

9

Content-Type: application/x -
www -form -urlencoded

Set-Cookie HTTP
cookie 0

Cookie: $Version=1; Skin=new;

Date = "Date" ":" HTTRdate

ETag

ETag® "aed6bdb8e090cd1:0"

: user@example.com

- 304 0

If-Modified -Since: Sat, 29 Oct
1994 19:43:31 GMT

RFC 2822

9 Tue, 15 Nov 1994
12:45:26 GMT
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K Pay - Pragma: no-cache

HTTP://www.edgenexus.io

9 Apache/2.4.1 (Unix)

HTTP cookie Set-Cookie:UserID=JohnDoe;
Max-Age=3600; Version=1

9 Mozilla/5.0

(compatible; MSIE 9.0;
Windows NT 6.1; WOW64;

Trident/5.0)
9
9
X-Powered- ASP.NE® PHP® JBoss @ X-Powered-By:PHP/5.4.0
By
9
— & Action
Action Target Data
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cookie =
Cookie =MS
WSMAN=afYfn1CDqgqCDqCVii

= image/png

C Cookie =
ookie 9

MS-
WSMAN=afYn1CDgqCDqCVii

= Cache-Control
= max-age=8888888

=HTTP:// ( )
=HTTPs// ( )

=HTTP:// ( )
=HTTPs// ( )

=HTTP:I ( )
HTTPs:// ( )

9 ="flightPATH

"flightPATH

301 =HTTP://
www.edgenexus.ioData=

302 =HTTP:/
www.edgenexus.ioData=

cookie =

Cookie - MS-
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WSMAN=afYfn1CDqqCDqCVii

=N/A
cookie =jnAccel
Cookie
= Etag
cookie =
=MS
WSMAN=afYfn1CDqqCDqCVii
= keep-alive
cookie =jnAccel=
afYfn1CDgqCDgCViiDate=MS
WSMAN=afYfn1CDqqCDqCVii
URL® =
ltest/path/index.htmi$querystring$
Target=192.168.101:
443Data=N/A
=192.168.101:80
cookies 3DES base64 =
cookie
*
Data= 9
9
— & Action
Action Target Data
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=A =4 =4 =4 =4 -4 -4 =4

=A =4 =4 =4 =4 -4 -4 -4 -4 =9

HTML

=A =4 =4 =

EdgeADC-

HTTPS

IP
HTTPS
SQL
ID Cookie
SSL
URL
404
/
.htm .html
= RegEx
=\.htm$
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1 =$path$l
.html

index.html®

1 = 302
HTTP://$host$pathSindex.htmi$querystring$

=
I}
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CGHBBIN®
cal cgi-bin °
9
1'[ =
ﬂ =
1 = RegEX
1 =\.cgi$
9
1
9
q =
1 = /cgi-bin$path$
9
9
ﬂ =
ﬂ =
ﬂ =
1 = RegEX
1 =Googlebot|Slurp|bingbot|ia_archiver

1 =$crawler$

= [$crawler$] $host$$path$squerystring$
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HTTPS
HTTPS®
HTTPs URL®
9
ﬂ =
ﬂ =
ﬂ =
1 =/secure/
9
1
9
= 302
= HTTPs://$host$path$$querystring$
9
Flash 9
9
ﬂ =
ﬂ =
ﬂ =
q =flv
9
1
9
1 = 302
1 = HTTP://$host$:8080/$path$
HTTP  HTTPS
HTTP:// HTTPS://
9
ﬂ =

/secure/
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=HTTP:/
= HTTPs://

Target = [0-9]+[0-9]+[0-9]+[0-9]+{0-9]+[0-9]+[0-9] +[0-9] +-[0-9] +[0-9] +[0-9]+[0-9]+-[0-9]+[0-9]+[0-9]+|O-
9]+
= XXXXXXKX-XXXX-XXKXK

304 °
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©

=A =4 =4 =
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= max-age=3600
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= 302
=HTTP//$host$/

=$host_template$

=9

= 302
= HTTP//$host_template$de$path$querystring$

- MYGOOGLECODE UAID

=</body>

Data = <
scripttype="text/javascript'’> var _gaq = _gaq || []; _gaqg.push(['_setAccount’, 'MY GOOGLE CODEY);
_gagpush(['_trackPageview'); ( function() { var ga = document.createElement('script’); ga.type =
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‘text/javascript’; ga.async = true; ga.src = (‘(HTTPs' == document.location.protocol ?’"HTTPs//ssl'
'HTTP// www') + '.google-analytics.com/ga.js'; var s = document.ge tElementsByTagName('script')[0];
s.parentNode.insertBefore(ga, s); }); </p> <p)(); </script> </body>

IPv6

IPv6 IIS IPv4 ° IS
IPv4 IPV6 °

=

=ipv4.host.header

153]



WAF

WAF

Docker

EdgeADC-

(edgeWAFR)

WAF

Container Name: | Firewall1

External IP:  10.4.8.15

9 WAF ADC
9
(A
Parent Image: | jetNEXUS-Applic ation-Firewall-j
Internal IP: | 172.17.0.2
Started At: | 2016-02-24 08:51:53

@ H Il

Extemal Port:

10.4.8.15 is available on eth0

o Update

Stopped At:

Add-On 9 Docker 9
9
9
9 9
Real IP 9
l P 0 GUI
=]
° HTTP P o
ALB-X VIP?
9
9 808 4438 88° GuUI HTTP//[ IP]88/waf ®
88 GUP
o 8 1P
9
9 - 9
Docker 9
9 9
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Client 6_ Internet .._

Application Firewall

External
IP

viP

I Docker IP 0 Docker
P
P 0 P
9
9 2016-02-16 155721
9 2016-02-24 095839
IP WAF
™ 'd
Add-On ALB-X Real Servers

) )1
HTTP HTTPS  °
ALBX VIP °
ALB-X VIP 5
P WAF
ALB-X Add-On Real Servers

' _— HTTPS VIP1:343 HTTP RS:80
8_ Internet 'S g e

HTTP VIP3:80

HTTP RS:80

172.17.0.0/16

HTTP VIP2:80 g HTTPS RS:443

HTTP VIP4:80 HTTP RS:80

Il ', Web
r:ml al :te
o
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HTTP HTTPS
HTTPS ALB-X ALB-X 9
ALB-X IP 9

VIP
HTTP 0

WAF

=A =4 =4 =4

GUI

Container Name: | Firewalll

Parent Image: | jetN S5-4
External IP: | 10.4.8.15 nterna 1
. I I External Port: 5 t: | 2016-06-28 10:00:46
10.4.8.15 is available on ethQ Stopped At:

[T

HTTP/[  IP]:88/waf o
HTTP:/10.4.8.15:88/waf

9

ADC o

=A =4 =4 =4 =4

WAF o
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[ 5 Cruvant Filter: | Dale 20150297 000000 Unid 2016-12-17 235555 e fr Totm) | Cha oy Filigy J

Evenls per severiy Events actin aver time {Tetak: 1)

LT

W
T
[T
2
s
e mie tam w \ b nw we
Events per s we = 2 u = w onm o us
Total of averts sach § minutes
[ L
Top Fukes
Top 500 a5
ol
ad
2 a
H
o Daserinhon: FLEtha maLsa aver & barts at Ruk D snd daseriicn
1
7
Tep Fath
S
@ B Fan * Eserts
dron iy 0 '

Real Server [ VIP
Real Server / VIP Address |1U.4.8. 102:8080

1 Real Sever

1'[ 9

Firewall Control

' Disabled

) Detection only

'® Detection and blocking

Blocking Rules Whitelisted Rules
0017 (Host header is a numeric IP address) a a

>

i

Manually add rule IDs to whitelsit

Update configuration

1'[ 9
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T
)l
T
T

OWASP

— 4 Download from Cloud

Code Name Release Date Version Build
20160209 OWASP jetNEXUS (Firewall)
& Download Selected Software to ALB
i ALB-X
1 ALB 9

— « Apply Software stored on ALB

Image Code Name Release Date Version Build Notes
0 jetNEXUS-WAF-OWASP-CRS 23 Nov 2015 1.0 jetNEXUS Application Firewall OWASP Core Rule Set
& Apply Selected Software Update

JeINEXUSWAFOWASRCRS

GUI OWASP CRS

jetNEXUS WAF Version: 1.0.0

|OWASP CRSWersion:  2.2.9 (24 Feb 2016) |
APC Cache extension:  Extension APCu (3.1.9) loaded, enabled and turned "on” in jetNEXUS WAF
APC Cache Timeout: 30 seconds

PHP version: 533

PHP Zend Version: 230
MySQL Version: 5173
Database Name: waf
Database Size: 167.17 kB
Number of sensors: 1

MNumber of events on DB: 12
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edgeGSLB)
GSLB
SLB ALB
LB °
GSLB °
8
9
GSLB
DNS o
1 DNS
)l
)l ° TLD
DNS o
1 "example.com”
1 DNS . 9
1 TLD DNS
9 example.com
1 .com TLD®

.com

9 GSLB
ADC/S

DNS 9

DNS °

DNS o

.net

.com TLD?®
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1 example.com IP o

1'[ 9

1 IP example.com 9

i DNS IP 9

1 DNS P example.com 9

i IP HTTP 9

i IP 9

9
9
9
Windows DNS 9
DNS °
9
TTL 9
GSLB
GSLB DNS 9
ADC ° ADC
o DNS °
° GSLB 9
9 DNS
GSLB 9 CNAME GSLB
o GSLB DNS GSLP
GSLB GSLB
9

GSLB

GSLB ADCGUI Library > Apps "Deploy " 9
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* Downloaded Apps
jetNEXUS-GSLB @

jetNEXUS-GSLB 3

jetNEXUS Global Server Load Balancer Date: 06 Apr 2017

Order:
Version: 1.0 (build 233)

g'a Deploy @ Delete App Store Info

ADCGUI Library > Add-Ons GSLB Add
On 8 IP 9
1 ADC 9
q IP IP GSLP
1 GEO GSLB P GSLB
IP 9
T GSLB TCP UDP 9
q "53/UDP, 53/TCP, 9393/TCP " DNS 53/UDP,
53/TCP edgeNEXUS GSLB GUI 9393/TCP °
1'[ 9
1 GSLB 9
(A}
i e E— S —
edgeNEXUS GSLB ADC °
q ADC GUI " > " GSLB
il "gslbl " API -- 9
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Username: I gsibl| |

Old Password:
New Password: | ©
Confirm Password:
Group Membership: Admin
_| GUI Read Write
| GUI Read
| SSH

v API

v/ Add-Ons

1 GSLB DNS
9
1 ADC  GSLB AddOn DNS ADC
GUI > "DNS 1" 9
1 DNS 2 DNS Google 8.8.8.8°
1 GSLB GUI o
1 ADCGUI Library > Add-Ons Add-On GUI 9
1 GSLB GUI 9
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